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Abbildung 2 SIP Session aus RFC 3261 Seite 11
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Protokol Port Bedeutung

SIP 5060 UDP/TCP SIP unverschlüsselt als Datagramm oder Stream

SIPS 5061 TCP SIP mit TLS verschlüsselt über Stream
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Abbildung 3 Aufbau des Versuches
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]���"�^/����`_-�$":15��7�:ý�� 8 �a�&���"���b�)ý�ÿ#ý��7�c@4�;ÿKþd�&�<� Max-Forwarders ý����fe�+�$":�ý6ÿ0�"ý��Q;ý(þ/ý��gC��)�þ/ý�
Nÿ#ý��àý�������ý�ÿ,�*=?h?ý���[��:�:Z@4�;ÿKþôþI��ýi_]�kjmlTSáý�:)þ�"���4/�ý6ÿL@0�!ÿ��:ý��>=
��5('

Subject

n�������ýtý����$ý��ao�ý�pI�B� E ÿßþ/ý��q���/ÿ����r�"ý��1�"$75�:1��ý��7�	5�:M:)ý�ÿKþI���"��'�',-�$�ÿ#ý����"ý�� þI�)ýs�àý��t'F��ý��>'24��'>@�ý��"���&'V�1���/��:�:�ýOo�ý�pI��ýu$"�1�$ý����>=

h?ý��
Contact

@4�;ÿKþ9�7��-�$7�K5�:T'pþI�)ý�2�v	�w� E ÿpþ/ý��b24�x5��7�T�}ý�:��t',��ý��*=��ý���o	y?)�þ/ý('z2{�P@4�;ÿKþ9�&�<�
User-Agent

�&�1���}ý.��ý���:<�*=
[��"�|�*�I:M�Z��þI��ý}�r���I5��"ýÅþ/ý('US}�,S}~ilToOy?)��1��C�ý.5(þ/ý�ÿ

Content-Type
�r'����:ý6ÿF�æþI�)ý`_]�kjmlTSáý�:)þ���"�

@�ý;�<��ý�ÿ#ýu��5.��ý��K�b�1�V� E $$ÿF�*=?���)ý	��+����}ý'þ/ý�ÿ���5.��ý��B@4�;ÿKþ E �"ý�ÿpþ/ý���C�ý.5(þ/ý�ÿ Content-Length �&�<���1ý.��ý��M:1�*=�b�)ý('#ý�ÿz�b�!'�'z5���-�$�þ"5�����/��
ÿ�$!5���þ/ý���'Ký��1�7�X@�ý����b
}ý��1�$ýu��5.��ý�� E �"ý�ÿ,��ÿ,5;�}ý��B@�ý�ÿKþ/ý��sJM�&�<����+����}ýi�.N�=�����"���f�*�I:M�1ý���þ/ý��f_���jmlTo'ý��M:������7�Ùþ/ý�ÿr24�#'#ý����"ýB� E �>'�-�$"ýs� E ÿ�þI��ý�Sáý(þI��ý��7l�R=ý6ÿ�������þ�"����5��>=µþ7= $c=������ý�ÿ�',� E � 8 ��ý�jHÿ��"�L��
�:�:�ýX�I�	�!þ/ýX-('m����þôþ/ý('�'#ý��bj�5�ÿ,5��àý.��ý�ÿ�=

SIP/2.0 100 Trying
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 INVITE
Content-Length: 0

_I��75�:)þÛþ/ý�ÿ&jHÿ��p�y�l*_1ý�ÿV//ý�ÿÖþ"5('9�,[bRr�Fow~ ý��b)>�V5����}ý��`$75.�L�W�"ý('F�G+.�����I��ý�ÿôþ"5('ôþ/ý���24�����b�1�ký��1�$ý��
100 Trying

=�[�5X-�$>�V�:��}ý���þ��V�I:M�I��ý��1�$ýq�&�)"��ýÅþ/ý�ÿ�C�ý.5(þ/ý�ÿúþ"5��&�<��þ/ý�ÿs24���:ý('F�*',��ý�:�:�ý���
I5����7� 8 �@�ý;:�-�$"ý��A���/ÿ����HþI��ý	Sáý�:)þ�"���\�}ý�$!n
ÿ,�*=
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INVITE sip:6666@160.85.170.138:5060 SIP/2.0
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=aa6140793e11.4
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=a83f45c7736e.2
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 INVITE
Max-Forwards: 69
Subject: VovidaINVITE
Record-Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
              <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>
Contact: <sip:4444@160.85.170.139:5060>
User-Agent: Vovia-SIP-SoftPhone/0.1  (www.vovida.org)
Content-Type: application/sdp
Content-Length: 220
Session Description Protocol not shown here

�9�<���w�V�����7�������K�I�<�u�� <����¡��>�
INVITE ¢T£ �� <�¤��"�\¥4�<�\¦§!�����7¦�¡������; t�,¨�I�<�(�F�K�� ���§!����©�¦��6ªc��¦�«�¬ ¢* ���V©����® ¤"�g¯4°²±(¨I���*�I³�� ® �7¤"�g´u¦¤������"� ¢Lµ �!¶*¦��F��������¦��7���>·

¸º¹ ���<�L����� Via ¢ �K�.�.�����W�I�<������� ¹ ���B����� £ �� 1�¤"���B�¤���¡��K�����bª���¦«�¬�¥4�<�.��������»"���;��� ��
¸ Record-Route

�I���i��§!���!¶V�; M T�W����� ¹ ���B����� £ �� 1�¤"���4¥4�<�.�����*���§>���>¼

SIP/2.0 100 Trying
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=aa6140793e11.4
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=a83f45c7736e.2
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 INVITE
Content-Length: 0

°\¤�¡����I�<� ® ¥0���<�L� INVITE ¢T£ �� 1�¤"���4¥4���,�9�b�1�������!��� 100 Trying ½ ¤�1�G���<���,�*¼

SIP/2.0 180 Ringing
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=aa6140793e11.4
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=a83f45c7736e.2
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=4c190595
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 INVITE
Record-Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
              <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>
Content-Length: 0

¾ ����¯4°�± ¿� M���"�I�� <�{¤����f�L�;�M 1�r�"�(�0�&�<�G�L�� T�&�I�<�(����� £ �� 1�¤"���d������¯4°YÀÁ�b�1�*¼�°\ � ����F�I�1���"�r¥4�1�,�Â�I�<�(���
£ �; <�¤"��� ® ¤������,�>���������bªc��¦�«�¬ ¢* ���V©�������(�,¡����<¡�¿I�*¼
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SIP/2.0 180 Ringing
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=4c190595
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 INVITE
Record-Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
              <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>
Content-Length: 0

ÓbÔ<Õ
180 Ringing ÖI×GØ�×TÙ!ÚFÛ Õ�Ü1Ý Ù"Þ�ßUÞ�ØXà�á Ý�Õ Û#âcã�äå�æ Ô Ú,×Wç�ä�Þ Ý�Õ Þ Via èGé Õ Ø Ý�Õ ãwß Õ Ú,ê�Ùë Õ ã,×Vì�írÞ"á7Ø�Þ ÝÝ�Õ ãmîuä�Ù"× Õ�ï Record-Routeð Ô Ú,× Ý�Õ ã�ñ Õ ß Ô ÛKÛ Õ ãzÞ7ä�à�á�Ú Ô à�á!×Të7Ø�ã�ì
SIP/2.0 200 OK
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=aa6140793e11.4
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=a83f45c7736e.2
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 INVITE
Record-Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
              <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>
Contact: <sip:6666@160.85.170.138:5060>
Content-Type: application/sdp
Content-Length: 220
Session Description Protocol not shown here

ò í�óBá7Ø.× Ý Ø(Úiô Õ Ú�õ�ã,ê.à�áöØ�Þ�ß Õ Þ7ä�ÛKÛ Õ ÞsÙ"Þ Ý × Õ�Ô�Ü × ÝIÔ<Õ Ú	Û Ô × Ý�Õ ã�ÖI×GØ�×TÙ!Ú�èT÷ Õ�Ü1Ý Ù"Þ�ß 200 OK Ý�Õ Û ò íYøù ë Õ ã Ý�Õ Þ�âcã�ä�å�æ�è*Ö Õ ãVç Õ ãsÛ Ô ×*ìuú�Û Ø�Þ�ß Õ á!ê�Þ"ßZ× Õ Þ|Ö Ó âmèTû Õ�ÔMÜ{ü4Ô ã Ý�Õ ã�Ú Õ�Ô Þ Õ ñPØ�á ÜBÝ�Õ ã�ý Õ ã�ë Ô Þ Ý Ù�Þ�ß
Û Ô ×G× Õ�ÔMÜ<Õ Þ7þ ÝIÔ�Õ Ú Ô à�á9ÿUÚ�ä�� Õ ãFÞbÛ��Iß Ü�Ô à�á9ÿKÛ Ô × Ý�Õ Þ�írÞ�ßIØ�ë Õ Þ�ç�ä�Þ ò íxø Ý�Õ à��I×*ì

SIP/2.0 200 OK
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 INVITE
Record-Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
              <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>
Contact: <sip:6666@160.85.170.138:5060>
Content-Type: application/sdp
Content-Length: 220
Session Description Protocol not shown here

ÓbÔ<Õ ß Ü�Õ;Ô à�á Õ ÷ Õ�Ü1Ý Ù"Þ�ß0Þ�ØXà�á Ý�Õ Ûgâ�ã�äå�æ�èVÖ Õ ãLç Õ ã�þ ü4Ô<Õ.Ý�Õ ãmÙ"Û ÝIÔ<Õ Via èGé Õ Ø Ý�Õ ãmë Õ ã Õ�Ô Þ Ô ßI×*ì
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ACK sip:6666@dskt6621.zhwin.ch SIP/2.0
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 ACK
Max-Forwards: 70
Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
       <sip:6666@160.85.170.138:5060>
Content-Length: 0

���
	������������������������ �!�#"%$#&�'�!��)(*��,+#-���./$0�1&2�3���!�-546��7$�89�!
ACK :

; & <>=�"��!=�-
Route ? �3-��@����=BAC8ED9�F=HGE��=�-I����=KJ5-L8NMPOQ�I"/D�RS�N=%T��S�U�F=��FVWGE��=�- ? =%T�.%$�=X����=YR,8�TZ��=����!=��[�"\./$�-,��./$#�F=��]�N=��L=���^!=�� ? =/-�^!=��_��8�TZT�=�� :

ACK sip:6666@160.85.170.138:5060 SIP/2.0
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=aa6140793e11.4
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=770b7e975316.2
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 ACK
Max-Forwards: 69
Content-Length: 0

[�"\./$>^!=�&a`5-L8NMPO�Rb=/$9T�=��*^���=cAC8ED9�F=\dF<>=�"�^!=�-LVe^9"fR�GE-g�,�3��^h^���=
Via

d�<>=�"�^!=�- ? ��=�^!=�-i+�-����L=/�#� :
[�"\./$j^!=�& kC�l���S-L=fRmRb=��n^!=�-

ACK
dS46=%T3^ND9�E� ? =�-�^!=��o^���=p��=%��^!=��q���r�K=%�l��=@46=�^���"�d7st=�-m�9�3��^NDE�9�

"%D#R��#"/D!=��hD9��^h^9"��u(2=��m+�-��\.%$*GN��=/-v^���=���=WR�GE$�-L=�� :
BYE sip:6666@160.85.162.81:5060;maddr=160.85.162.81 SIP/2.0
Via: SIP/2.0/UDP 160.85.170.139:5060
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 2 BYE
Max-Forwards: 70
Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
       <sip:6666@160.85.170.138:5060>
Content-Length: 0

w =�-g���
	 T�=%�3�F=��1^���=cxC-L=��!�9D9�E�]^!=�-isy=�-m�9�l��^ND9�E�2=%�3�#V��l��^!=�&z=�-u^���=
BYE

d746=��7$�89^!=�"/D�RF-mD#RF� : �{D�./$|^9"��T3�/D�Rb�>GE��=�-v^!=��2`}-L8EM~OPVQ^9"c^���=
Route

^!=fR7�3�E��=�-����S�U� :
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BYE sip:6666@160.85.170.138:5060 SIP/2.0
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=aa6140793e11.4
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=9d2222b269b2.2
Via: SIP/2.0/UDP 160.85.170.139:5060
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 2 BYE
Max-Forwards: 69
Content-Length: 0

�2���
BYE �7� �%�3�N�9�E�����l���t�!�9�a }�L�E¡P¢W�E�£������¤���¥ �F¦ ��¥��!���)���b��§���¨f©

SIP/2.0 200 OK
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=a41e92033831.4
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=9d2222b269b2.2
Via: SIP/2.0/UDP 160.85.170.139:5060
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 2 BYE
Content-Length: 0

ª�«p¬' ��®�©�§�©�����©��!�/�]¤t���  �l�#�N�E�9�E® � « ! �m��¯/°*�h��©�©��%�S®)�±�3�#��� 200 OK ² ©�¥�©7��®m�³�%�3�N�9�E�9´

SIP/2.0 200 OK
Via: SIP/2.0/UDP 160.85.170.139:5060
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 2 BYE
Content-Length: 0

�2���>�~���%��¯/°�� � �%���N�E�9�I�#¥�¯/°µ�!���¶ }�L�N¡P¢Q´ ² �  ¥%�3�·������®��|�!��� ª�«¹¸ ���U�L�%��¯/°#©Fº1�P����©c�9¥�®h»2��®m¼���§�¯/°µ¥%�7® �\�����!��©,´
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Î{Ï±Ð'ÏmÑÓÒ}Ô�Õ
ÖØ×CÙEÚvÛÝÜC×ßÞáàCÞ)ÜâÒ}ÙeãuÙNà)äÀå�ÛÝÜÝ×Ýä
æ2ç�è>ébêNë�ìNè�í�î!è�íÀïCð/ñ�è%ëZë�è�í6ò~è%ç�ìNè�íóè%ç3í#èyô ñ�è/õ�ö,ç�÷/ø#ùgúNñ�è�õ{î�ç�èyû�ç�÷/ø#ù�çZìEö�ùFè�íóüQýLþóÿ6è�ù7ø�ê9î!è�í��9í�îóüQù�ð�ù��#ö��
��ê9î!è�ö��	��öiø#ð�í�î!è%ë�ù5öbç�÷/ø
��� î�ç�èÝç3í� �yêEýLþ������}ð��#éSì�èfé�úEø�õ�ùFè�írïCð/ñ�è%ëZë�è�í��

Methode Funktion

INVITE Ein UA wird damit zu einer Session eingeladen. Diese Message kann bereits
Informationen zum Typ der Session enthalten.

ACK Dieser Request bestätigt den Erhalt einer entgültigen Respond-Message auf
ein INVITE. Diese Methode wird nur im Zusammenhang mit INVITE
verwendet. Falls das INVITE keine Informationen zum Typ der Session enthält,
müssen in dieser Message die Informationen vorhanden sein.

OPTIONS Durch diese Message können optionale Informationen über den Benutzer
weitergegeben werden.

BYE Der UA teilt mit BYE dem Server mit, dass er die Verbindung beenden möchte.
Eine BYE-Message kann entweder vom Anrufenden oder vom Gerufenen
gesendet werden.

CANCEL Bricht einen hängigen Verbindungswunsch ab mit derselben Call-Id, To, From
und Cseq wie der vorhergehende Request. CANCEL hat keinen Einfluss auf
terminierte Requests, z.B. falls auf ein INVITE bereits ein ACK geschickt
wurde.

REGISTER Ein Client benutzt diese Message, um sich mit seiner Adresse bei einem SIP-
Server zu registrieren.

Table 2 SIP Methoden

Status
Kategorie

Funktion Beschreibung Beispiele

1xx Informationsstatus Die Anfrage wurde erhalten, die
Anfrage wird gehalten.

100 Trying
180 Ringing

2xx Erfolgsstatus Die Aktion wurde empfangen,
verstanden und akzeptiert

200 Ok

3xx Redirectstatus Weitere Aktionen müssen
ausgeführt werden um die
Anfrage auszuführen

301 Moved
Permanently

4xx Client-Error Die Anfrage enthält falsche
Angaben oder kann vom Server
nicht beantwortet werden.

400 Bad Request
486 Busy-Here

5xx Server-Error Beim Server ist ein Fehler beim
Beantworten der Anfrage
aufgetreten.

503 Service
Unavaiable

6xx Allgemeiner
Fehler

Die Anfrage kann von keinem
Server beantwortet werden

600 Busy

Table 3 SIP Status Codes
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]iQ-R	N�RB{o|}L7~�~�N�R�Qz[�RB[��?R�]iQ�S�R�p�TWgHhiRBSkj\RBS�V}]\RBS�Qzq�{�]\RB[�RB[�THN�O�S�R�prq2RB[�]\RB[��
SUT8{xQ-T�TWR�Q�~�RB[�siLB[\[���vwRBS�lnm
XnQzSU]�[/Q�R8]iQzS�RBsiT2{xQ-T�]\RB{��?R�]iQ�SUR�p�TWgHhiRBSkj\RBS0sdb/{�{
��[/Q-�BQ-RBS�RB[��
� L�prq�]\RB{�]\RBS=~�Q�[\sdR�_aS�b/cfe�]iQ�R
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g&��R�~�]d��[/���&�7�nRBSHq2L7~-TWRB[�q�L�TWVdXnQzSU]�RBS��kR	NUTHNUTWR7~�~-RB[2V�]�L	N�N�RBS�]\RB[

� Q�R�~-gWlnm [�Q-prq�T�sdRB[\[�TH��mn~&NUb¡�WSUL���T�RBS�]\RB[M�?R�]iQzS�R�p�T�hdRBSkj\RBSx[�L�p�q¢]\RBS��?b/��TWR�VYQz[�]\RB{£]iQ�R
INVITE

g
��R7~-]d��[/� ��¤�� LB[ ]iQ�R	NURB[ XZR�Q�TWRBSH�dR�~-R�Q-T�R�T XnQ�SU]�� mn~�N m¥[�T�XZb/SUT ¦2RBsdb/{P{`T RBS R�Q�[
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�z§���VD{
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INVITE

g
��R7~-]d��[/���-«B�ZLr[©]\RB[¬S�R�prq�TWRB[�_}S�bdcfe���m5��p�q�]\RBS¥S�R�prq�TWR
_aS�b/cfe�sdRB[\[�T�]\RB[��dR�Xn�[�N�prq�TWRB[�lnm®[�b�prq
[/Q-prq�TWV^N�b;]�L	N$N¯RBS¯Rr¦2RB[2�kL7~�~�N¯]\RB[;�?R�]iQzS�R�p�TWgkhdRBSkj\RBS¯Lr[���SUL��iRB[°{
�2N�N±��²r����³$[¨]\RBS´�kbd~��dRB[�]\RB[
302 Moved Temporarly

�-µB�¶��R7~-]d��[/�iV¢XnQ�SU] [���[ ]iQ-R·m�]/S�R	N�NUR¨]\R	N¸�dR�Xn�[�N�prq�TWRB[ lnm¹N
����SH�pBsf�dR��iRr¦�Rr[ �ºv`LB{xQ-T2siLB[\[P]\RBS0_aS�b/cye5]iQ�R

INVITE
g���R�~�]d��[/���&���7��LB[P]\RB[
lnm»N�RB[�]\RB[��

³�{¯]\RB[��kbi~��dRr[�]\RB[ª��R�~�]d��[/�dRB[
Q&N¼T}]\RBS½_0�kL�]`]d��S�prqw]iQ-R¥_aS�bdcfe�N¾]d�/S�prqw]iQ-R
Via

g ��[�]
Record-Route

g
¿ R�LB]\RBS}�dR��dR�¦�RB[�VdN�bx]�L	N$N0sdR�Qz[2RYX�R�Q-TWRBS�RB[¹m¥[2�WSUL��iRB[PLB[P]\RB[
�?R�]iQ�S�R�p�T�gHhiRBSkj\RBS0[2À�T�Q��xNkQ�[�]��
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Abbildung 4 Funktion des Redirect-Server
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Abbildung 5 SIP Versuchsaufbau
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vocalbin-1.5.0-20.i386.rpm�'y@���E������.K�4	Tÿ���#k�E���
vocalbin-tools-1.4.0-17.i386.rpm.
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rpm -i vocalbin-1.5.0-20.i386.rpm
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rpm -
i sipset-1.5.0.i386.rpm
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/usr/local/vocal/allinoneconfigure/allinoneconfigure
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èXì�ü4ä?ë2êcê�è'å�ç4äHñ

$ ./configure –with-openssl
$ make
$ make install
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ä?ë2êcê'ëGäBè'þPìºë5ô�æ\å2èOì�å��
��ãKü
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Abbildung 7 SIPSet Advanced Configuration



Û�ÜHÝ�Û+Þ�ß�à�á�â�ã
ä å�Þæâ�Þ�ç�à�ç�è�à�ç�æ�é�ê�ç�ë�â�è�àá�ì�ã�â�ê�ç

# Your phone number
User_Name string 5555

User_Name í�î%ï&î(ðHñ�ò�ó�î%ôbõ#ðHîVö|÷!ø|øXî-ù�ú!õ2î-ùaõ2î-óXöXû�øXî-ó�÷!ó�ô,î-ùlõ2î-ùsõ2î-ùzü�î(ðBýPó�î�ò�øXî-ùaî-ùIù>î(ðHñ�ò2í�û-ùlþ>î(ð�ó
þSú#ý)ý�ÿ��Xî-ù��jþ>î�ù5ó�û�øXî0ð�þSô2üsî(ð)ý!õ2î-ù�������ÿ

# IP address of SIP Proxy
Proxy_Server string 160.85.162.81

Proxy_Server ð�þSôsõ#ðhî��
	���NõJù>î&þ
þSî���÷!ó�ô,î-ù��Rî(ýhñ�ò�î-ùRõ2î-ù�	�ù>ú��������@î-ù���î-ùNî-ù5ù>î(ðhñ�ò�í�û�ù�ð�þSô��÷Jøeõ2î-ó����
	��
üsî(ð)ý�ó�î�ò�øXî-ùcû�ó�ï%÷!ø7î(ýPõ2î-ó�ÿ

# Your password
Pass_Word string hugo

# Name to display instead of User Name
Display_Name string hugo

Pass_Word ð�þSôcõ!û;þ �0î-ó2÷!ô3ï&î-ù"!�û;þ
þ��RúJùSô��2û�í$#@î;þ"!�î(ðHñ�ò�î-ùSôðPø&%Nýhû-ùSô,î'�#ô�()%�úJó+*�ð,#u÷JùSû%ôHðHúJó�þSõ!û-ô,î(ð�ó!÷!ù�õ@÷!ù>ñ�ò
�0î-ó!÷2ô3ï&î-ù�ýHî&þGí�û-ù�-
ÿ

# Transport can be either TCP or UDP
SIP_Transport string UDP

�7û&þ.��î�ù��Rî-ó�õ2î%ô,î�ülùSû-ó�þ/!�úJùSô���	�ù>ú!ô,ú10@ú#ý)ý!ï%÷!ù2�mð,#+ó�û(ýBð�þ}ðHî-ùI÷Jó$#Jÿ�30÷!ù4Y÷�þ��Nû�ò!ý�þ5ô,î�ò�î-óCü657	À÷Jó�õ8�9�:	cÿ
# IP of machine this user agent is registering from
Register_From string 160.85.170.138

Register_From î-ó�ô�ò<;(ýPôRõ#ðHî=�>	��?RõJù>î;þ
þ>îÀõ2î&þ@5�ýBðHî�ó�ôGþA�2�Rî(ýhñ�ò�î-ù^þGðhñ�ò�í�î(ð�øB	ù>ú�����ù>î'#Fð�þ5ô�ùGðHî-ùSôGÿ�(C�>	��
NõJù>î&þ�þ>î�õ2î&þ75cýBðHî-ó�ô����lî�ñ�ò�ó�î-ù
þ�-

# IP of registrar, if different from SIP Proxy
Register_To string 160.85.162.81

Register_To ð�þSô�õ#ðhîD�>	��?NõJù>î&þ
þSî]÷Jó�ô,î-ùE�Rî�ýHñ�ò�î-ùzõ2î-ù2�lî'#mð�þSô�ùSû-ù�î-ùIù>î(ðHñ�ò2í�û-ù�ð�þSôGÿ��|ðhî&þ>î�NõJù>î&þ�þ>îsð�þSôó!÷Jù
û�ó�ï%÷F#@î�í�î-ó<�F*}û(ýBý�þ~õ#ðHîG�lî'#Fð�þSô�ù}ðHî-ùI÷!ó1#9HJí�î-ù�î(ðPó�î-ó|û-ó�õ2î-ù>î-ó:�#î-ù��2î-ùcû(ý�þcõ2î-óI	�ù>ú����aýJ;�÷<*,ôGÿ

# Time (in seconds) until registration expires
Register_Expires int 60000

Register_Expires í�î%ï&î(ðhñ�ò�ó�î%ô�õ#ðhîLK�H@ýPôHðJ0@î(ðPôGþSõ!û�÷2î-ùQõ2î-ù9�lî'#mð�þSô�ùGðhî-ùI÷!ó1#^ð�óM�#îN0u÷!ó�õ2î-ó�ÿPO2;�÷Q*}ôsõ#ðHî&þSî
û(íP�mø[÷�þ�þzþGðhñ�òoõ2î-ù��jþ>î-ù>�?�#@î-ó�ô�ó�î�÷jí�î(ðPøR	ù>ú1���Vû-ó2øXî(ýPõ2î-ó�ÿ

# Name of sound card (ie /dev/dsp)
Device_Name string /dev/dsp

Device_Name ð�þSôVõ#ðHî:K|î-ùA;-ô,î%õ!û%ô,î(ðS��÷!ó�ô,î-ùQõ2î-ùNõ#ðHîT�#úJ÷Jó�õ10#û�ùSô,îU(?V#õ2îW�+V#õ�þ/!F-Cú!õ2î-ùQõ!û&þYü�î(ýhîX*GúJó1#@î-ùA;-ô
(?V#õ2îW�+V�!2ò�úJó�î
-cï%÷|î-ù5ù>î(ðhñ�ò�î�ó�ð�þSôGÿ
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# Lowest port number in range of RTP ports
Min_RTP_Port string 10000

# Highest port number in range of RTP ports
Max_RTP_Port string 10999

Min_RTP_Port p$qQr Max_RTP_Port sSt'u�tNqvrwtNqyx�tNz>t'{S|o}yrwtNz�~9�:�������1zA�/���/t������M{JqvrwtNz�rF{St��� zA��|o}Q�F�NqQ�'sStD�op<��u�to�<�opw�w��tNzArwtNqP����{St����1zA�/� �'��{d�>|'}PtNq����^�^�^��p1q<rL���F�^�^�8��{JqQr��Pt'{+rwtNq��Lt'{d����tNq ��� ���
~8�AtNz>����uFtNq<���7���1z�rF{?t ��� z���|o}w�1�+tNzA�dzA�'u�p$q1u �w�1z/u�t��Ato}Ptoq.�

# Public IP where RTP should be routed
# NATAddress_IP string <put value here>

x¡t'{ NATAddress_IP �F�oqQq\rF{St � ���?��r1z>t��W�>t¢�d�$z6t'{)q=tm�wtNqQ��pQt's,s?t��¡£I�¥¤D�/¦I�N��tW���'§I�oq$uFt'u�to�+tNq:��tNzArwtNq<�
���'s,sd��rwtNz��Ez>��¨�§�q1{?|o}<�PrF{)z>tN�F�<�1�+tNz2t'{)q<t6©<�/�/tNqQ�?s,{?|o}+t � ���?��r1zAt��W�>t6tNz�z>tm{?|o}w�<�NzE{��A�/�

# Name of file for log messages
LogFilename string /home/hugo/.sip/gua.log

# Use LOG_ERR for normal operation, LOG_DEBUG_STACK for debugging
LogLevel string LOG_ERR

�I{St ª7�Fu�u�{)q1u�� � q+�/�1z��:�«�?{S�1q+tNq ��tNzArwtNq �¬{J� LogFilename p$qQr LogLevel ���1qP��{Cu�p$z/{StNzA�/�
LogFilename u�{)�<�Gr$�o�+t'{¡rwtNq�w�FsCs��A���NqQrF{,u�tNq������Nr®��p1z ª2��u^r$�«��t'{��oq¯p$qQr LogLevel rwtNq®ª7�Fu°u�{Jq1uF�± �$r�p<�W�°².�1z�rwtNqIq+�1z��:�'sStNqIx¡t«�dz/{?t'�T�A��s,sJ��tDrwtNz.³´tNzA� LOG_ERR u�tW���'}wsJ�$��tNzArwtNqP�µ �7to¨�{d���?{?tNz>toq:q<�w|o}8��tm{S��tNz>tG�.p$qw�F��t���rF{St���p�rF{St��>tNz�x¡����{d�����1q+�d{,u�p$zA�N�?{?�1q¬}${JqQ�«p�uFtX����u^�1��tNzArwtNq@��©1qwq+toq.�� �¶�+t��A��to}<�·rF{St ± ©Fu�s,{?|'}<��t'{J�¸ {Jrwt��$��t's?t��/�1q${StR�«p¹�Pt«��z>t'{)�+tNq<�®��{?|o}º�Nq»t'{)q<tN� ¼¬�1q+�/tNz>tNqQ���>tNz��wtNz
�oq<�«p1�@t'sJrwtNq p+���¢�½�I{Stv�'�wuFto�${CsJrwt«��tNq ²Et'sJrwtNz¾u�tNq$��uFtNq+�¿p$� rwtNq u�pw�À�d�$zºt'{Jq<tÀt'{)qP����|o}+t��� zA��|o}1�wtNz"�${JqQr�p$q1uÁ�«pÀ���1qP��{Cu�p$z/{StNz>tNqP��³´t'{S��tNz>tÂ¼¬�1q+�d{,u�p$zA�N�?{?�1qP���L©Fu�sC{S|o}Q��t'{S��tNqÃ�/{)qQrÄ�op<�&rwtN�
¼8�1�:�LtNqQ���Nz�rwtNz�x�tm{d� � {St's?��¼¬�1q+�d{,u�p$zA�N�?{?�1qP�Ar$�«��t'{Q�$rwtNz�rwtNz ± �Nq � �'uFt�Å man guaÆ��«p�tNqQ�dq<to}Q�@tNqP�
Ç�ÈAÉ ÈAÉBÊ4Ë�ÌGÍ«Ë=Î�Ï2Ð�Ñ7Ò�Ð�Ó"Ò¥Ï�Î�Ï2Ô
x¡t'{J� � ���Nz��rwt��=u�pw�´��p<�W�ÕrwtNz�����«rÖrwtNzÕ¼8�1qP��{Cu�p$zA�«�?{S�1q.��r$�«��t'{L�Nq1uFtX���1}QzA�@�w�1q�rwtNzM× � �S{?�1q¶�"�
�oq$uFt'u�to�+tNq ��tNzArwtNqP� ��tNz u�pw� ~8�>tNz>�?��u�tNqQ� ��{)zAr �+t'{�� � {?t's�����t'{��>t �¬{S� ./gua -f
/usr/local/vocal/etc/hugo.cfg uFt��A���ozA��t«�/�X£L��|o}\rwtN� � ���ozA�Q�QtozW�"pQ|o}<����{?|o}LrwtNz7~��½�+t'{)�Ö�4z>��¨�§
�oq<�«p1�@t'sJrwtNqP�\x�t'{�tNz
�/�Fs,u^z>t'{S|o}+tNzÙØ�t'u�{��A�dz/{StNz"p$q1uÚtNzW�>|o}+t'{)q<�ÛrwtNzÙ�4z>�1� � � gua> p$qQrÜ�/{,u^qQ�'s,{d�/{StNzA�
x¡tNz>t'{S���>|o}<�X���/� ± {J�PrwtNz4¤G�X�A��t ? ��{JzArItm{Jq<tG��p$zA��tGÝ8{Cs?�/tG�¬{S�Prwtoq��L©Fu�s,{?|o}+tNq¬x�tX��to}$s?tNq��Nq1u�t«��t'{,uF�/�
Þ b�hQ]�h@ß�h4am`Ql¥cNà<cobdi$]�h
�I{St9¸¢tNz"�${)qQr�p$q1u��¬{S�7t'{)q<tN�»¦�t�� � zA�«|o}.� � �NzA�dq<tNz7��{JzAr��I{J��rwtN�á¼¬�1���L�NqQrw� call �wu�tX����s,uF���w�1qTrwtNz
~�Ø � rwt��ÕuFtW� �$qP�>|o}<��tNq�¤Dt'{,sJq<to}Q�@tNzW�M�'p<�duFto�<�opw�/�9xD� �4â gua> call hugo@atlanta.com �·�@tNz
�o�F��pQt's,s?t � ���«��p+��rwtNz4¸�tNz"�${JqQr�p$q1u���{)zAr8q$p$q��Nq1u�t«��t'{,uF�/�
Þ b�hQ]�h@ß�h4am`Ql6]�hQcNi1].i1]�hPhQ]�ã.ä@]�h
� �A�PrwtNz2~��¿tNz
�/�Fs,u^z>t'{S|o}LuFt��A���NzA��tN�Pp$qQr¢�+t'{J���4z>�1¨�§ z>t'u°{d���dz/{?tNzA���FtNzW�>|'}Pt'{)qQ�.�+t'{wt'{Jq1uFto}Ptoq<rwtN���9qwz"p<��rF{St± tmsSr�p$q1u â gua> ringing !! � µ �å��{JzAræ�Pt'{)� u�pw�·q1{S|o}+�T�Nq1u�t«��t'{Cu^���9��t's?|'}PtNzU¤Gt'{Cs)q<to}Q�@tNz=r$���
¦It�� � zA�«|o}�� �$qP�>|o}<�/�1�I{?t9¸�tNz"�${JqQr�p1q$u��F�Nqwq=tNqQ�J��t«rwtNz6�¬{J�7rwtNz¡¤G������t z ÅCÝ��Nq1u9p � ÆG��p1z"�Q|N��u�tW��{St��>tNq
�$rwtNz��I{J� a ÅS×:�"�DÝL�w�1�XÆ8�N�F��t � �?{?tNzA� ��tNzArwtNq<�.�����Ptm{�rwtNz ��� zA�«|o}Q���oq<�msG�A�<���$z����N�F�?{ç��{StNzA� ��{JzAr<�.£L��|o}
x¡t�tNqQrF{Cu�p$q1u¢rwt��7¦It�� � zA�«|o}4���F�Nqwq:rF{St�¸�tNz"�${JqQr�p$q1u��I{J� z ��{St«rwtNz��o�$u�to�<�op$�$��tNzArwtNqP�
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p �q���rH&I4$!#	��J	s2Mt3��+3�1��.uPv?���9�8*CwxM& 5+,��� 8�8NO��*y�y 8��I�t�5�% ��z1'{�}|~D1; =?>A@CB{D4E4F�G�4�8*�+3 ,�1��+�$���$/"���M4S3 /T
vC���/��*iwxM& 5+,��� 8�8NO��*y�y 8�8I4�#i��$�H&��$0��M& 8"��8*�+���M,�o�&�������:�s���J�����($-M4����:�'{�}|�F�; =?>A@mD��)��ByG���3 8+,��"� !��36
#	����"�vC���/��*(wxM& 8+.��� 8�8NO��*y�y 8��I�b��M&*�+��z����^�\|���F)T������ 5+3��"� !����O�% 	��J������M���$�u^; =?>A@mDK�KEj��G���T3�1���(�� C#i��$
�������(I4���3�y 8�zS���"��: R�y ��z��&��$rwoM� 5+,��3 ��5NO�:s��8��$-M4�J���$0$�����*�+, 9T
� �: �'{�}|1D�; =?>A@CB)D�E4F�G3#7�z$%��������wxM& 5+,��� 8�5N5�:���y 8��I4���2*�+�; =?>A@mD�E4Fl��G3#7���oNOQ�$m���^�\|���F)T�F�JK��+3����K+3��S3 !6
�z&�)"zM,�9��H&� �&��$¡wxSK#i��$% /�-�KI����3�y 8��S&��"��� R�y ¢syM�; =?>A@mDK�KEj��G0TW���8�£vC���/��*�wxM& 8+.��� 8�8NO��*y�y 8��I�¤�5�% 1�z¥'{�}|~D
¦ �y�&I&*�+����*�+3 ,�1��+3$���$/"���MKS3 /T
vC���/��*iwxM& 5+,��� 8�8NO��*y�y 8�8I4§+,�� ������tJl"8����*�+,��¨'�*�+K#i�2*�+,���#7�8�	H�I4¨���^�\|L+,��$�S,������&� /u3�¢���7|A���}�!#	I4$% 
#7�z$%���z�q�	":��$% !��©j 3Q4S,��$����8�?ª����� 5M44JoJK���%����&�y /T

UWVy« ¬o_0�g�]4e1a~c?e&f\gih?ej_0kl_�`�[mej_�nxh
�����®����JK�P�% \wxM& 5+,��� 8�5N5�8*y�� 8�8I4<NOM�&�� 8�8I44�8��$% \J)"8���8*�+L#7�����z¯���^�?|���F)T�F�; =?>A@mD�E4Fl��G�T�����J����Q4S,��$��&��$
vC���/��*iwxM& 5+,��� 8�8NO��*y�y 8�8I4§+,�� C���8�t����JK���0 °wxM& 5+,��� 8�5N5�8*y�� 8�8I4��&���±	I�$% !����"�6,���P���i���P��|����}�!#	I4$% C���*�+3 ��z�
�i"���$% !��©� 3Q4S,��$������?ªm���: 5M�4JoJ���������&�y �#7�z$%�3T
�¢��$^@�"������ &H���$��-M�*�+3 .syM���$��% ,���:3���3I�$0����"���1=\�2²jM����0 ��

REGISTER
6
INVITE

����S3syM,���y Rs���.TP����������$A#7�z$%�
H&I4� |�$�IK©)³´�KM�$�*�+µ���z

407 Proxy Authentification Required
S,�y��� :#	I4$% !�y /T~��"8����*�+3sl���: 8��J

��� 5+3��": ������	'j R�y 5M3�0�1��"��KM4�J¢�&��d�1�y���&��$
Proxy-Authenticate

6j#	��"8*�+,��$��&��~JK��#xQ4¶�%*�+3 !��~����JK�P�% 
w7"�JKI4$/�� 5+���M,�%6����z,�

nonce
6j���z3�

domain
��I{#7�8�x���z

realm
��3 8+,��"� /T�·L��*�+, 8��Jo�5�% ¶+��8��$-S,���4�����

nonce
6{���z

syM3N!��"�"���JK��$¢·¯��$% !6��&��$¡=\���&":��³)¸8wi R R�2*��K��¹H���$-+&�z��&��$% /Tx����������·¯��$% !��#	��$%�&��¤���: R !��"5�¨���:3��$¡����JK���% !¸
>.M�&�� 8��I��� � �~�{6r'{��w�¸%F����(�: C�&���º|������!#iI�$% AH���$0���5��*�+3 /TK���8���%��$?·¯��$% �#7�z$%������&~�z§���z,���º3��M���
INVITE

�
REGISTER

¸R=\�2²jM����0 !6�syM�� |�$�IK©)³)¸9'K��$9H&��$»syM�$-Q�*��{J�����*�+���*��K 9T�¼\�z½�,I� !��� 8�8��"�"8��$¾wo4Jj$����8N/��$
�K��&� x�M4¯��"�"8���	S��5����M3Ni���P�t|A�P���!#	I4$% /T��1����|������R#	I4$% ��%��"zS,��$�"����}�% ��9�8*�+£4�8*�+3 7���: �H&��$0�Q�,N9 8��JK���
wxM3N�#i����¿��M,�´�&��� ����JK���% ÀS,��$��2*�+�3��36¾�%I�N/��$0 ���P�Á|����}�!#	I4$% ÀJ����QKJK����Â�0 R��$0�ÃJ���JK���Q4S,��$
·¯Ä4$% !��$-S&M�*�+,¸OM����vC$-M� !�PN/I4$�*2�2¸8w	 O R�2*��K�����M,�9JK��"���J� ��5�% /T
�����¡'K*�+K#i�2*�+,��¾������������woM� 5+,��3 ��5NO�z���y 8��I�.�%¸5±	��$}N9��+3$���£"�����JK��<����$/�z36?�������¢���z,��$}������ 9��������|������!#iI�$% 
J����QKJK����Á�% R��$-�¤�%���:¥��M,���§M���¤����&��$���$}������ 9�§H&��$-+��:��&��$% ��������*�+3 d��"�"8�bw	 R O�2*��K��36t���¯�M4$��&��$
INVITE

�
REGISTER

¸R=\�2²jM����0 �JK���%*�+�Q� RsP ��O�% R6j������$����% �"���*�+.���|����K�y !� ¦ �y�&I&*�+����*�+3 /T
Å ��S,����&��$rwxM& 5+,��� 8�5N5�:���y 8��I4tJK��JK���QKS.��$����:3���Æ|�$�IK©)³oI��&��$����z,���Æ=\��J)�5�% O$%�� 8�8I4.��¸9'K��$9H&��$��5�% .��M�*�+����8�
� Ä�Jl"���*�+��4���: .H&I4$-+3����&��364�����}���/�8*�+~s�#	���A@�"������ /�°�:�&��3 8�8NO�:s��8��$���~I��&��$\�����}�?�/��*�+d���z®|r$�IK©)³oJK��J����Q4S,��$
�&���Ç@�"������ .��M& 8+.��� 8�8NO�:sy����$% /TP���8�����2NRQ�$°3I� :#	�������J���'� R�� 5M,�0�1��":�KM�4Jo":��M& !�y 

401 Unauthorized
T

È ë4ï�ó�É+ïdë°Ê.ë4ï�öwë�îxË�ïOÌ1ë.ó«ð�ÍGíQðXòwë�öQðNï5Îmï�ìwõ<ðoï5Ï�ö
����>�I�"�JK��3�&����5�% C������v\���5�-������"���M3�xD�TÐBKT�B����: \syM,�%�y Osy"��8*�+,��$\����JK���% �wxM& 8+.��� 8�8NO��*y�y 8��I��syM¨����+,��.T������
Å �2*�+�$/��*�+3 !��¡3�y*�+Ñ�&���

INVITE
�/�z3��4�8*�+3 C�1��+3$���M3N5JK�PNOQ4+�$% !6������/��*�+����8���%��4��*�+, ��¢��+�$�H&I4§�&���

IKS,�����M3N5JK�PNOQ4+�$% !�� � ��"��KM44J��%��M3�% R��M3��*�+�M�� !��$��%*�+,�����&��.T
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INVITE sip:6666@dskt6621.zhwin.ch SIP/2.0
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 INVITE
Max-Forwards: 70
Subject: VovidaINVITE
Contact: <sip:4444@160.85.170.139:5060>
User-Agent: Vovia-SIP-SoftPhone/0.1  (www.vovida.org)
Content-Type: application/sdp
Content-Length: 220
Session Description Protocol not shown here

á7â~ã3ä�å�æ&ç�è:édâ9ê8ë�ã¹ì4í ç�êzå,çÑå3î�ï0í�ä�è�ç
INVITE ð5ñ çyé5ã,î&æ&ç2ò7æ�ê�ç�ã�ê8ç�ï�å3î&ë�ãôó4ç�ê:å3ç¨õxì&é5ã,ç�å�é8ê8öOêzóKä�é8ê8î4å.â ðá?è8ç�í1ç�å�é!ç�ç�å�é5ã3÷�è:é/ø?õoå.â%é!ç�è�è8ç§æ&ç�â

100 Trying
ç�ï}â�ë�ã,ç�ê:å�é�å&ì4å¹æ�ê�ç�ö9î�è�ùKç�å3æ&çÑújéRäyé5ì,â-í¢ç�è:æKì�å4ù£û&î�í

ü ï�îKý)þjÿ

SIP/2.0 407 Proxy Authentication Required
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=3b6c2a3f
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 INVITE
Proxy-Authenticate: Digest algorithm=MD5,

domain="160.85.162.81",
nonce="1058800787",
realm="160.85.162.81"

Content-Length: 0

ñ ê:é�æ&ç�ï újéRäyé5ì,â-í¢ç�è:æKì�å4ù 407 Proxy Authentification Required
â�ë�ã�ê�ë�óKé�æ&ç�ï£úKç�ï9û&ç�ï¯ä�ì&ë�ã

ùlè8ç�ê�ë�ãdæ&ç�å���çyäyæ&ç�ï
Proxy-Authenticate

ø���ê8ç�â%ç�ï��,ç�êzå�ã,ä�è�é!çyé�æ�ä�â
realm

ò4æ3ø ã¶ø&æ&ç�ïCù���è�é8ê�ùKç��?ç�ï�ç�ê8ë�ã,ò
æ�ê�ç

domain
ì�å�æ
	��7ê�ë�ã3é8ê�ùdö��ïxæ&ç�å¡ú�ë�ã�ì�é��ù�ç�ùKç�å��\ç���è:ä�þ ð õ	éRéRäyë�óKç�å�	�ç�êzå3ç nonce ø��?ì�æ&ç�í êOâ%éCæ&ç�ï

��ê�ùKç�â%é&õ7è�ùKî4ï/ê�é5ã�í�ì,â^â��,ç��yê8öOê���ê8ç�ï%é/ø

ACK sip:6666@dskt6621.zhwin.ch SIP/2.0
Via: SIP/2.0/UDP 160.85.170.139:5060
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=3b6c2a3f
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 ACK
Max-Forwards: 70
Content-Length: 0

�¢ç�ï��7õ��,ç�â%éR÷yé�ê�ù�é,æ�ê8çCû&î4ï%ä�å4ùKç�ùjä�å4ùKç�å3ç�újéRäyé5ì,â-í¢ç�è:æKì�å4ù��yì�ç�ï�â%é¶ç�êzå�í�ä�è4í�ê:é¶ç�êzå,ç�í
ACK

ø
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INVITE sip:6666@dskt6621.zhwin.ch SIP/2.0
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 2 INVITE
Proxy-Authorization: Digest algorithm=MD5,

nonce="1058800787",
realm="160.85.162.81",
response="142311a910a4d57ba49afdbe5646768c",
uri="sip:6666@dskt6621.zhwin.ch",
username="4444"

Max-Forwards: 70
Subject: VovidaINVITE
Contact: <sip:4444@160.85.170.139:5060>
User-Agent: Vovia-SIP-SoftPhone/0.1  (www.vovida.org)
Content-Type: application/sdp
Content-Length: 220
Session Description Protocol not shown here

���! #"%$!&' #&��)(*(,+.-0/.1
2)+43 5�6 798�:�7*;<8=7�$>7' @?A+.-B�4:4/C$>7ED
INVITE F $.8=7ED@3G&9-�"��AD#H'1"'-08JI�?K3L8�1M$>7'3

/.7ONQP!:RDSI�?�1T7':
Proxy-Authorization U 7�&'$>7' OV�WX8J7EDS7' <7':)1Y?�H9-�1�$.8J7*2>+43 Z[ S+]\_^`2>+4 �/]79/]79aR7':�7':

;*7' #1T7
nonce

�4:�$
realm F $.8=7b5dcfeg$>7EDh6i:�"��! @�)(�7':)$>7':j�!:)$k$>7': username

$>7EDd5�6lVAW
7' �WX8m/]7EDn1
$.8J7EDS7' o;*7' #1T7p�!:)$b$>7'3q/.7�?A798�3G7':LZr&EDsDTN�+4 #1o7':)1Y?�H9-�1R$.8=7

response
V

SIP/2.0 100 Trying
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 2 INVITE
Content-Length: 0

WL8J7EDn3t&9-)7' ODSI�?A798B:�1u$!&vDu/]7ON�P!:RDSI�?�1T7
100 Trying

VwW
&�3L8�1R/]7�?�1R$.8=7hxyeSZ�z,x]7EDsD�8J+!:LN�8J7{aA7984|!V~}]V�}�N�798J17' OV
WL8J7�(�+.-0/.7':)$>7':XZu&'�]7�1T7�D,8�:)$l:48=I�?�1A3G7�?) �$]�! SI�?G798B:A7f6Q�!1Y?R7�:�1=8=(�8B�.&�1=8J+!:l/]7vDSI�?>P>1"v1�V

����� �����
eS:�� cp����|!���.}�� F $>7' {7' OD#1T7':
��7' OD�8J+!:X2>+4:�xyeSZ F NQ�4 #$>7iZ��lZ�2>+4 �/]7vDS7�?A7': F �43�$.8=7 U 7�&'$>7' Sz,�u79-J$>7' ��!:)$$>7':���+!$.^M$>7' lx�esZrz���79-�$]�!:4/k"���2>7' ODSI�?!-BP�DODS7�-�:RV�eS:�$>7' b&'�.1Y�)79-m-=7':���7' OD,8=+4:�|M2>+4:�x�esZ*N�8B #$kZ��bZ
:48JI�?�1A3
7�?) r�4:�1T7' sD#1YP>1"v1�V_xy1&�11$>7EDOD#7':
D#1T7�?�1ox4�_��e#����&�-�Do6Q-�1T7' n:)&�1=8�2>7{"w�4 [��7� s(P]/_�!:4/!V

���O� �o y¡*¢�¡�£
eS:¤$.8J7j�o��DODODn1&�¥R(�7':¦2>+4:�Z��bZ§1� �8J11�3b8J1���7' OD,8=+4:`|�2>+4:¤xyeSZ¨$.8J7���e#����z�{ TN�7�8J1T7' @�4:!/<x!�_��en���
� cp�r�©|4ª�}y}��nV!xyeSZj�!:)1T7' ODn1YP>1"v1u2>+4: U &���D{&��AD���e#���hzT�« TN�798J1T7' @�4:4/]7':RV>x.+bN�8� #$¬"_V �{V>x_WtZk&9-YD���en����z6d11&�I�?�3G7':)1�3L8�1=/]7v(�P4?) #1�Vux4�_��e#����]&�:>:®$.8=7ED#7L�{ ,N�798�1T7' ��4:!/.7':�D#I�?>P>1"E7': F 8B:)$>7'3¯7EDQ$.8=7teS:)1T79/y �8�1H�1
D,8=I�?A7' ODn1T79-0-�1f�!:)$��]+!$>7' �2>7' ODSI9?>-0PADsDS79-J1,VR�QD«8�Dn1©2>+4 �/]7EDS79?R7': F $!&vDODQxyeSZ�DS79-0aoD#1%8B:�x4�_��e#�j�¨2>7' TN�7':)$>7�1N�8B #$ F �!3°$!&'3b8J1�x�esZ*P4aA7' lxyeSZ¤"��¦1Y�!:>:�79-�:RVRW
7' Q��+4 #1T7980-f-m8=7�/.1�$!&� �8�: F $!&vDODbDS+M��+!$.8Y(Y8��.&�1=8J+4:A7':�8B3
U 7�&'$>7' �7':)1$>7wI'�.1!N�7' #$>7':L�]±!:>:�7':RV
x4�_��e#�j�§8B:�xyeSZ¦7' @3
±./_-m8=I�?�1«�{:)$>zT"w�>zT�«:�$�es$>7':�1=8=(�8B�.&�1=8J+!:²�!:)$���7' ODSI�?!-BP�DODS79-0�!:4/G�4:�$²�.&�:):kDS+�"_V �{V
�]+43L¥� S+43b8J11J8=7' #1T7':�Z[ S+4\_^�z�x.7' ,2>7' n:�7':)1=/.79/]7':.N�8B n�]7':oV'³�7�$>+>I�?�2)7� �-J&':4/y1fx4�_��e#���%:�&�I�?�798�:�7' hZ[�]a>-m8JIwz
�l79^�es:A( #&ED#1� @�4�]1=�! r�!33L8�11T79-YD�´{7' #1J8Y(�8B�.&�1T7':X$.8J7«µ�7ON�798m-08m/]7':LZu&' #1�:�7' �"��g8�$>7':)1=8Y(�8�"'8=7' S7':RV
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¶²·�¸�¹#º9»B¼o¹#¸�½!¾)¸Tº'¿O¹SÀ�Á)¿�·Jº�¼Aº'¾Aº�¾�Â{º'¿#¸=·=Ã�·BÄ.Å�¸Tº'¾k·�¹n¸iÆ4Ç_¶�È#¶�ÉÊÅ'¾AÃ,Ë9»m»0·mÌMÅ9½�Ã�¶²·m¶�ÍYÎd¸¸ÅwÀ'Ä]º'¾RÏ�ÐX·JºÑº9·�¾)Ò'·0Ì.º
¶�Ó.Ì�»0·JÀ�Á)Ä4º9·�¸�º9·�¾�º�¹SÔ.»=À�ÁAºQÎd¸¸Å�À'Ä]º�Òw½²º'¿nÄ]º'¾>¾Aº�¾G¼Rº�Õ.·B¾4Ì.¸TÖ�Õ!ÅE¹O¹fÕ.·Jºl×LºE¹@Ø)¿#ËwÀ�Áo¹�ØAÅ�¿#¸�¾�º'¿pÕ>º'¾¬ÙXÅE¹�Á4Ú�º�¿#¸
·0Á)¿Sº'¿gÛo½4¼!»0·JÀwÍ,Ülº9Ýy¹dÞ!Å�»0·�Õ.·=º'¿#¸�Á�Å�¼Aº'¾RßrÈSàá×Lº9Ì]º�¾o¹nÅ�¸Ò�Òw½¦Å'¾)Õ>º'¿Sº'¾�Ûu¿SÔ!¸TÔ4Ä]Ô.»0»Jº'¾AÖrÚ�Ô�Õ.·JºE¹SºE¹lÛ[¿SÔ]¼!»=º'à
º�¼Aº'¾AÃTÅ9»0»Y¹�¼AºE¹n¸Tº�Á�¸�â�Æ.Æ�ãfÇ�äfã�Æ]Ö�Æ.ÆyÙ�åSÖ�·Y¹#¸¬Õ.·Jº¦Õ>Ô4¿#¸Gæ]¼!»0·JÀ�ÁRº�Ûu¿#Å9ç_·�¹�¼Rº9·XÆ�ÈsÛè¾4·JÀ�Á�¸Ñ¹�·�¾>¾]Þ>Ô.»0»b¼�Ò9Úgß
àtÅwÀ�Á>¼�Å'¿OÏ�é�º'¿�·YÃY·�Ä.Å�¸=·JÔ4¾GÕ>ºE¹�ÙtÅv¹@ÁAÍ=ê*º'¿#¸TºE¹�æ]¼Rº'¿�Õ!ÅE¹[ä«º9»=ºvÃ,Ô4¾oßvÉQ¹�¼!»Jº9·B¼�¸r¹#Ô4àL·�¸[¾>½4¿�Õ>º'¿�ë�ÎQì§Ô!Õ>º'¿�Õ>º'¿
ä�Å�½A¹#À�Áb·�¾tº9·�¾�º'à§Þ>Ô4¿#Å�½A¹,Ì]º�ÁAº'¾)Õ>º'¾gä�¿SºvÃ@Ã,º'¾Rß
Æ4Ç_¶�È#¶jÉ®º'¾)¸,Ã,Å9»�¸Tº�¸RÕ>Ô4¿#¸u¹Sº9·B¾�ºhÆ.¸Ë�¿nÄ]ºwÖwÚ�ÔXº�·�¾�º«Û[½]¼!»0·JÀ{Übº9Ý�ÈS¾AÃT¿#ÅE¹n¸�¿@½!Ä.¸Y½!¿[Þ>Ô4¿@Á�Å'¾)Õ>º'¾l·�¹n¸�ß
ÎQ¼>¼!·0»�Õ]½!¾4Ì�í�ÒEº9·mÌ.¸{Õ.·=ºlÚ�·JÀ�Á�¸=·0Ì4¹#¸Tº'¾k¶�Èn¶�É�Í=äfÝvØAº'¾�ÖRÚ�·JºÑ¹�·JºL·B¾¦ÆyÈSÛ®Þ>º'¿TÚ�º'¾)Õ>º�¸�Ú�º'¿#Õ>º'¾Rß�ÎQ¼>Á�Ë'¾4Ì_·mÌ
Þ>Ô4¾XÕ>º'àîÆ_·JÀ�ÁRº�¿@ÁRº9·�¸�¹@¼AºvÃY·�¾)Õ>º'¾XÕ>ºE¹�ïl¹#º'¿O¹�º'¿SÓ)Ã@Ã¾Aº'¸u¹�·=À9Á
º9·B¾�ºpÌ.Å'¾)ÒEº«ÛuÅ9»=º'¸¸Tº{Å'¾l¶�Ó.Ì_»m·=À�Á)Ä]º9·J¸Tº�¾oÏ
ð é�º'¿O¹SÀ�Á!»Bæ�¹O¹Sº9»0½!¾4Ì�Õ>ºv¹u¶�È#¶�ÉhÍYÎd¸¸ÅwÀ9Á�àGº'¾)¸�Ï
ñ�º9·�é�º'¿TÚ�º'¾)Õ]½4¾!Ì`¹�·JÀ�ÁAº'¿Sº'¿Ñòi¼Aº'¿#¸�¿#Å�Ì�½!¾4Ì4¹@Ø)¿SÔ!¸TÔ!Ä]Ô.»m»=º'¾óÃæ4¿ÑÕ>º'¾ô¶�º�Õ.·Jº'¾>Ä]Å�¾�Å�»=Ö�Ú�·Jº�Ò_ß ñ«ß«Æ�õ�ä�ÛrÖ
Ä.Å'¾>¾`Õ>º'¿XÕ!ÅvÃæ4¿X¾�Ô!¸�Ú�º'¾)Õ.·0Ì.ºjÆ]À�Á!»0æA¹O¹#º9»d¹#Ô¦Ì.ºE¹�·JÀ�ÁAº'¿#¸TÖf·�¾>¾�º'¿@Á�Å9»0¼¤Õ>ºE¹GÆ�ÐtÛóæ4¼Aº'¿#¸�¿#Å�Ì]º'¾¦Ú�º�¿#Õ>º'¾
âBÒ_ß ñ«ß

k=clear:key
åOß

ð Æ_·mÌy¾4·Jº'¿@½!¾4Ì�àb·J¸¸Tº9»Y¹
multipart/signed

Ï
Ð
Åv¹©¶�Èn¶�É�ÍYÎd¸¸Å�À�Á)à
º'¾)¸uÚ�·B¿#Õ¬Ò�ÚdÅ�¿{Ô)Ã@Ã�º'¾Ñæ]¼Rº'¿#¸Y¿#Å9Ì]º'¾�Ö)Õ>º'¾)¾�Ô>À�ÁM¹#¸Tº9»m»�¸©Õ.·JºgÆ�·0Ìy¾)Å�¸=½!¿h¹,·=À�ÁAº'¿SÖ!Õ!ÅE¹O¹
Õ.·=ºE¹#ºE¹G¾4·=À�Á�¸lÞ>º'¿#Ë'¾)Õ>º'¿#¸QÚQ½!¿#Õ>ºEß«ÐX·JºE¹Sº�édÅ'¿�·�Å'¾)¸Tº�º'¿nàGÓ.Ì_»m·=À�Á�¸XºE¹GÅ9½)À�Á¨¾4·JÀ�Á�¸XÆ4Ç_¶�È#¶�É�Í�Ã,Ë9Á>·mÌ]º'¾
ö »0·Jº'¾)¸�¹�Õ!ÅE¹[¶�È#¶�É�Í=Îd¸¸ÅwÀ�Á)àGº'¾)¸RÒw½�»=ºE¹#º'¾oß

ð äp½!¾>¾�º9»B¾tÕ>ºv¹�ÆyÈSÛ¬½4¾)ÕLÆ_·mÌy¾4·=º'¿@½4¾4Ì!Ï
É«¼Aº'¾AÃ,Å9»m»�¹làL·�¸�Õ>º'à ö Ô!¾)¸Tº'¾)¸=ÝvØAº

multipart/signed
Ú�·B¿#Õ*Õ>º'¿GÆ�ÈsÛóÙtº�Å�Õ>º'¿tº9·�¾�Ò9Ú�º9·J¸ºE¹b¶MÅ�»

àL·�¸=Ì]ºvÃ�æ4Á)¿#¸L½4¾�Õó¹�·mÌy¾4·Jº'¿#¸�ß÷ÐL·=º<Æ_ØRº�Ò'·=Ã�·BÄ]Å'¸=·=Ô4¾¹�·Jº�Á�¸bÞ>Ô4¿SÖøÚ�º�¾)¾óà
Ó.Ì�»0·JÀ�ÁRÖ�Å�½)À�ÁùÕ!Åv¹G¶�È#¶�É�Í
Îd¸¸ÅwÀ�Á)à
º�¾�¸©âmæ4¼!»0·JÀ�ÁAº'¿TÚ�º9·Y¹SºiÆ�ÐtÛ�å�Á!·Jº'¿fàL·�¸�Ò�½�¹�·mÌy¾4·Jº'¿Sº'¾Rßmß.É�¼Rº�¾o¹#ÔLÚ�·B¿#ÕÑº'àXØRÃ,Ô4Á!»Jº'¾¬Õ>º'¾ÑÙtº�Å�Õ>º'¿
Date

·B¾�¼Aº9·JÕ>º'¾�Æ�ÈsÛkÙtº�Å�Õ>º'¿n¾MÒ�½
Þ)º�¿TÚ�º'¾)Õ>º'¾²½4àøÒ_ß ñ{ß>õ�º�Ø!»�Å9Ý_Í=Î�¸�¸ÅwÀ'Ä]º'¾�Þ>Ô4¿#Òw½]¼Aº�½]Ì]º'¾Rß>Ùtº�Å�Õ>º'¿SÖ
Õ.·=º�¾4·=À�Á�¸LÞ>Ô!¾¨Û[¿SÔ]ç_Ý_Í�Æ.º'¿,Þ>º'¿�Þ>º'¿#Ë�¾�Õ>º�¿#¸LÚ�º'¿#Õ>º'¾�Ö�Ä]Ó4¾)¾�º'¾ù¾!½!¾%Þ>º'¿�Ì�»0·JÀ�ÁRº�¾óÚ�º'¿#Õ>º'¾�Öi½4à º9·B¾�º
Îd¸¸ÅwÀ'Ä]º{Ò�½Xº'¿nÄ]º'¾>¾�º'¾Rß

ð äp½!¾>¾�º9»B¾tÕ>ºv¹�ÆyÈSÛ¬½4¾)Õ�é�º'¿O¹#À�Á!»BæA¹s¹Sº9»B¾RÏ
Ð
Åv¹dé�º'¿O¹SÀ�Á!»0æA¹O¹#º9»�¾<Õ>ºE¹bÆ�ÈsÛrÍÙGº�Å'Õ>º'¿O¹gàtÅwÀ�Á�¸�·B¾MÚ�º'¾4·0Ì.º'¾¦ë[Ë9»m»=º'¾*Æ�·�¾>¾RÏ�òi¼Aº'¿lº9·B¾�º'¾kÎd¾�Ô4àbÝ�Ò�º'¿
Ä.Å'¾>¾úÕ>º'¿¨Îi¾>¿@½�Ã,º'¿Ãæ!¿ÐG¿�·�¸¸YØAº'¿O¹SÔ4¾�º'¾û½4¾Aº'¿nÄ.Å�¾)¾)¸¤Õ>º'¾üÎi¾)Ò�½!¿@½�Ã,º'¾�Õ>º�¾áÄ]Ô4¾)¸Å'Ä.¸=·=º�¿Sº'¾oßMÈSà
¹�·JÀ�Á�¸Y¼AÅ�¿Sº'¾�Ùtº�Å'Õ>º'¿�¹#¸Tº�Á�¸�Õ!Å�¾)¾M¾!½!¿�º9·�¾�º�ÎdÕ4¿SºE¹O¹#º�Ú�·=ºbÒ�ß ñ«ß

sip:anonymous@anonymizer.org
ß

ÐÑº'¿
From

ÙGº�Å'Õ>º'¿«Õ>º'¿«Õ>º'¾jº9·0Ì.º'¾)¸=»0·JÀ�ÁAº'¾
Îi¾>¿@½�Ã,º'¿�·�Õ>º'¾)¸=·YÃY·JÒ'·Jº'¿#¸TÖ]»0·Jº9Ì.¸�Þ>º'¿O¹SÀ�Á!»Bæ�¹O¹Sº�»J¸r·�¾>¾�º'¿@Á�Å9»0¼²Õ>ºE¹
Õ>º'¿�Ò9Ú�º9·J¸Tº�¾GÆ�ÈsÛrÍ�¶Mº9»JÕ]½!¾4Ì4ß

ïdàáÕ.·Jº�Ô]¼Aº'¾*Ì.º'¾)Å'¾>¾)¸Tº'¾¤¶�Ó.Ì_»m·=À�Á)Ä]º9·J¸Tº�¾®¼AºE¹s¹Sº'¿ÑÒ�½�Þ>º'¿O¹#¸Tº�ÁAº'¾�ÖhÒEº9·0Ì.º'¾*Ú�·B¿X¾!½!¾ôÅ'¾!ÁAÅ�¾)Õ`º9·B¾!·mÌ]º'¿
ñpº9·�¹�Ø>·Jº9»Jº{Å�½A¹�Õ>º'àKý õpë öpþ_ÿ������ ÖwÚ�·=º«Õ.·=ºhº'¾)¸�¹@Ø)¿SºwÀ�ÁAº'¾)Õ>º'¾LÛuÅ'Ä]º�¸Tº{Å�½A¹s¹Sº�ÁAº'¾Rß

MIME-Type Beschreibung

application/sdp SDP unverschlüsselt

application/pkcs7-mime Verschlüsseltes MIME-Attachment

application/pkcs7-
signature

Signatur-Teil für ein MIME-Attachment

multipart/signed Mehrteilige S/MIME Signatur

multipart/mixed Für Meldungen die auch ungesicherte Teile enthalten

message/sip SIP over SIP, für verschlüsselte SIP-Meldungen in S/MIMEä«Å�¼Aº9»m»=º�ídÉp·�¾4·mÌ]ºp¶�Èn¶�É�ÍYä©ÝvØAº'¾tÕ.·Jº�æ4¼!»m·=À�ÁAº'¿TÚ�º9·Y¹Sºp·B¾tÆyÈSÛ�àb·J¸oÆ4Ç_¶�Èn¶�ÉkÞ>º'¿TÚ�º'¾)Õ>º�¸!Ú�º'¿#Õ>º'¾
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INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
To: Bob <sip:bob@biloxi.com>
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710
CSeq: 314159 INVITE
Max-Forwards: 70
Contact: <sip:alice@pc33.atlanta.com>
Content-Type: application/pkcs7-mime; smime-type=enveloped-data;
   name=smime.p7m
Content-Disposition: attachment; filename=smime.p7m
   handling=required

*******************************************************
* Content-Type: application/sdp                       *
*                                                     *
* v=0                                                 *
* o=alice 53655765 2353687637 IN IP4 pc33.atlanta.com *
* s=-                                                 *
* t=0 0                                               *
* c=IN IP4 pc33.atlanta.com                           *
* m=audio 3456 RTP/AVP 0 1 3 99                       *
* a=rtpmap:0 PCMU/8000                                *
* k=clear:f18535407369cb0aa6f34009cfc35d54            *
*******************************************************

24365�798!:480;=<>8?7�:A@B798?C1DE7GF+5H5BI!:KJMLONQPH2RPHSUT�VXWYWYI,Z�[�;*803�W]\�8�F�:4Z�[BC_^�:�:48?CGWa`�L*80FEb,cede8�[�f�Fa7gd�8*JBhiPH2RPHSUT
j(k @l7�:+W

application/pkcs7-mime
`*24; \�80F�:4Z�[BCg^�:�:+8?C9Wm803 j 8?7nCoDE7_F+5p5�80FQ^eqBCg79Z�[#8rPH2RPHSUT jsk @

application/sdp
\�80FmDt8�3�5�8,Wa`

<>8,IuZ�[�Wm8!vBS>7G3wJ�24N1Tax�Cg79803�W(ye[�3�8zJ�hiPH2+PHS|{X3�WY80F�:+W�^�WYb,c�3BdO7�:+W][B7980F}3�79Z�[�W]7_3~5�80F}��I?de8�5BI!:E��8!:a@�F+�uZ�[
8?7_3�b,ceC	8?7GWm803�cB3�5�DE7_F+5�8?7_3

493 Undecipherable
yB5�80F�8?7_3

415 Unsupported Media Typeb,cBFa^�Z0��;�8?C95�803#`s{X;�8?7G3rL"yMD�3�d�F+I05�8�VXWYWYIuZ0��b,c�\�80FA[B7G3�5�80FR3��K:4y�CnCX5�80F�{�:+80F"5BI0F+I�c��zI�c��Y;*80FR�B:RI0;
d�80;�I,Z�[�WBDt80F+5�803��M5BI!:�:15�7	8���yBFRWa:48,WYb,cB3�d�5�8!:���8!:a@�F+�uZ�[�:.\�y�3�3Bc�3OI�3�c�3e\�8�F�:4Z�[BC_^�:�:48?CGW#I�qBCG��c���W�`
L�798!:48!:~<�8?7�:A@B7	8?C�I?c�:Q� �>�1xs�i��������DKcBF+5�8�5ec�F4Z�[ 5�803�JMLON¡N�I0F+I�;*8,Wm80F£¢¤��¥¦80FmDt8?79Wm8�F+Wm��5�80F§8?7_3�803
J�Z�[BC_^�:�:48?C��Y^�F�5�803zP§8,5�7	803�Tm¨�I03�I?Ceq�80F48?79Wa:RWm8?CgCGWa`
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©�ª	«*¸>®�·#·�¬1¹�·H®�·�º§©e°�»�·�°�¬1¯4¬&·

INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
To: Bob <sip:bob@biloxi.com>
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710
CSeq: 314159 INVITE
Max-Forwards: 70
Date: Thu, 21 Feb 2002 13:02:03 GMT
Contact: <sip:alice@pc33.atlanta.com>
Content-Type: multipart/signed;
  protocol="application/pkcs7-signature";
  micalg=sha1; boundary=boundary42
Content-Length: 568

--boundary42
Content-Type: message/sip

INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
To: Bob <bob@biloxi.com>
From: Alice <alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710
CSeq: 314159 INVITE
Max-Forwards: 70
Date: Thu, 21 Feb 2002 13:02:03 GMT
Contact: <sip:alice@pc33.atlanta.com>
Content-Type: application/sdp
Content-Length: 147

v=0
o=UserA 2890844526 2890844526 IN IP4 here.com
s=Session SDP
c=IN IP4 pc33.atlanta.com
t=0 0
m=audio 49172 RTP/AVP 0
a=rtpmap:0 PCMU/8000

--boundary42
Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7s;
   handling=required

ghyHhHUujhJhjH77n8HHGTrfvbnj756tbB9HG4VQpfyF467GhIGfHfYT6
4VQpfyF467GhIGfHfYT6jH77n8HHGghyHhHUujhJh756tbB9HGTrfvbnj
n8HHGTrfvhJhjH776tbB9HG4VQbnj7567GhIGfHfYT6ghyHhHUujpfyF4
7GhIGfHfYT64VQbnj756

--boundary42-

¼4½¿¾�À	Á!Â+Á0Ã Ä�Á?À�ÂAÅBÀ9Á?ÆoÇEÀ_È+¾¿¾�À	ÁÊÉ�¼4ËÍÌwÁ?ÆG¾eÎB½�Ï ÀG½�ÐiÆ_Î�ÂaÀÒÑ�Ár¾�Á!Â�ÉiÓ�ËÕÔXÖYÖY×uØ�Ù�Ã�Á0½�ÖwÃ�ÀGÖÚÉ�ÛiÌH¼+ÌHÜ
Ï�Á,Ö�ÎB½�½�Á?Æ9Ö�Ý�ÜKÂ�Ù�×0½�¾�Á?Æ9Ö}ÂaÀ9Ø�Ù�ÙBÀ9Á0È�ÎBÃÕÁ?À_½�Á�È4Á?À_½�Á�ÉiÀnÏ�½�À	Á0ÈAÎ�½�ÏOÃ�ÀGÖYÖmÁ?Æ�Â

multipart/signed
ÝBÓ*×?Þ#Á�À#À�Â+Ömß

ÇEÀ9ÁoÀG½à¾�Á0È�ÉiÅ�Á,á,À	â�À_Ð�×,Ö	À	ã�½äÁ0Ã�Å�â�ãeÙ�Æ9Á0½�ß(¾�Á0È�åOÁ,×,¾�Á0È
Date

À_½�Þ#Á?ÀG¾�Á0½�æ}Á?ÀgÆ9Á0½çÅ�È+è!Â4Á0½�Ö�ÎB½�¾£ÇtÁ?À�Â+ÖKéGÁ
¾�À9Á!Â4Á?ÆgÞ�Áëê�Á?ÀGÖ#×�Î�â�ì_¾�À	ÁëÉiÅ�Á,á0À�â�À_Ð�×,Ö	À9ãB½*Â�À	Á�Ù�Ö�ÙBÀ	Á0È�Á?ÀG½�Ásæ�ã�Æ9Á0È+×0½�á�Ñ�ã�ÈYí�Ý
¼4Ã Á0È�Â+ÖmÁ0½Oæ}Á?ÀgÆ9ße¾�Á0È(¾eÎ�È4Ø�Ù"¾B×!Â(Á0È�ÂRÖmÁ>î�ã�ÈRÐeã�ÃOÃ�Á0½�Ñ�ãB½

--boundary42
Á?À_½�ÏeÁ?Æ9Á?À9ÖmÁ,Ö�ÇEÀ_È+¾�ßMÀ�Â+Ö�¾�À9ÁUÉM¼�Ë&ï

Î�½�¾�ÉMÓOË1ï�ÌwÁ?Æ9¾eÎ�½�ÏðÁ0½�Ö�Ù�×?Æ9ÖYÁ0½�ÝñÓ*Á0È&ÙBÀ	Á0È�â�òBÈ1½�ãBÖGÇtÁ0½�¾�ÀgÏ�Á>ÌH¼+ÌHÜëï�æsóuÅ�ÆG×�Î�ÖYÁ,Ö
message/sip

Ý
ô ×uØ�Ù§¾�Á0Ãpá?ÇtÁ?ÀGÖmÁ0½oî�ã�ÈRÐeã�ÃOÃ�Á0½~Ñ�ã�½

--boundary42
âaã�ÆgÏ�Ö(¾�À9ÁzÉiÀnÏ�½�×,Ö�Î�È�Ý#åzÀ9Á0È�âYò�È>À�Â+Ö�¾�Á0È}ÌH¼RÌHÜUï

æ(óñÅ�Á
application/pkcs7-signature

Ñ�ã�ÈaÏeÁ!Â+Á�Ù�Á0½�Ý
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Abbildung 8 Bedeutung des Medien-Kanals
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Abbildung 9 RTP-Header Version 2
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Abbildung 10 RTCP-Header

Abbildung 11 RTCP- Sender Report
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Abbildung 12 SRTCP- Receiver Report
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IþGÿ!�.)�ý5ý�û/�jùU�_ûVü$�(ù&�3ù.FS���(ù&�pü�� R ù�úIû�ý"�.�O pü��13�ü$��û�ú�{ù��4���{ý5ý�ù(þGÿ�û��5 pü[ú��^�S��úIûVü�� �B9	9[ù0���� [üpúL�����T6

R ù�û\�Dû/���_û��H�O�Iù(ûL9�û�ù�
���y�¼ùU�_ûVü$�(ù:ý�þGÿV�� ������àý{ù$ü$�	�Wÿ��#9�ûVü��# @þGÿ��Iù�û�ý�û/�09�û��v [ü	FS�(ù&�püv6!ø·ýb�^�S��ú�·û�ù�ü
��Z��(ùU�[ü$�/��û�ý\�Kû/�����*)!�����y�@?4��û����_û���û��Q%�û�ù���û��5 [üpúIûVü�6�J����GE;���(û��Q%�û�ù3ý�û)úIûGÿ��!�"�d�Iù(û�ýEû~3�ü��^���GE;���(ù&�pü89�û�ù
���y���� !E���û����_û��H�xû�ý'Ee��þGÿ��h�#9�û��1�� ���þGÿ��# �ý1
Þù$ü_ü��Iù�û�ý�û�3�üv���!�5E;���(ùU�pü��� !��þGÿ�,�û��5ý�þGÿ!�.)�ý5ý�û/�0 [üpú��` 
ýEþGÿ	)	�4��ûVü����!�B�Iù�û�ý�ûB�Kû/���_û���ý�þGÿ	)	�4��ûVüFýQ%�û#�"��û R ����ûVü�ûVü$�:ÿ��/����ûVü�F��pü@ü�ûVüv6���ü��Iù�û�ý�û��zû����_û���û��Q%�û�ù���û��5 [üpú
���S��úYûGü��Iù(û)û�ù�úIûVü��U��ù�þGÿFûGü�JL 	�4���!����ûVüv6���ü8�Iù�û�JL 	�4���!����ûVüWF��pü@ü�ûVü��Gü-ýEþGÿ!��ù�û�ý5ý�ûGü��=�/%�û�ùB�Dû/�U�_û��\�*)!�
���y�@?4�O���!�Iù$üpú' pü��1���y�a�����!�Iù�ü[ú'My�� pü��a���S��úYûGü�6
R û�E<�_û��5ýEþGÿ!�.)�ý1ý�û/����ûVü��kû�ù��s�_û�ýq�O�#Fpû���û�ý��^�S��ú�vû�ù�ü���Z��(ùU�pü$�/�(û�ýN�Kû/�����` ��|3]�_ûVü��(ù&�3ù��Vù(û��5 pü[ú;�_û�ýh�~��ý"��û��H?
��û/�+ýO pü��sû�ù�üL�Kû/���L�4)��uû�ù$ü�ûq����FYû��Q?^
Þùjú+ü$���� !������ !�:ÿFûGü��(ù�þ����(ùU�pü1����ú��]6
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Abbildung 13 SRTP-Paketaufbau
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Abbildung 14 RTCP-Paket
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_ >LBQR`@.a9\2b�RcR`>�\0AXK,d
egf^hjiHh`kFlWmYnporq,lFlQhsoutpvxwyh`k&z�{[o|w[}6vptxv�~gf�}���h`~ lQmYn#v,hsouo^h`v�txv#��~�{p��h`k�v,h`v����?�p�`v,m�hc�!��v,m`k��V�,}=f={xv
� }2�`v#�p�`kW������� �V� f�~���{�tpv#}�h`kQ�Q����� � ���L�� �O�,�s� ��¡�¢ �J£¤{���h������ � � ¡L¢`�F� e�h`k¥��� � �=iHh`kFlWmYnporq.l&lQhsoutpvxwplW�
��ouw[{pk�f�}Jn#~¦t,l��`k � hsf�}�hc}§f�v¨�[f=hTlWh`v �s� hsf6w[h`v#�`v�v#}�h`v©£¤{p�[f¤�Yt#zª��h`kª«¥�Tl�f0l¬��h`k¬«f�}�� � hsfJlQh`v¯® °g�
i�h`k�±?vpqx�Xz2txvxw²��{xv � mYnporq,lFlQhsogtpv#�!³�o^�YkW}�hY´[} ��¡ qpk§��hc}2�sf|ouo|f=h`kW}�h`kQh�µQv.z�{xk�~(�c}=f={xv,h`v�q � h`k¶��h`v���� � �
i�h`kFlWmYn�ouq.l&lQhsoutpvxwplW��ouw[{pk�f�}Jn#~¦t,l	l�f^hYn.hT·�¸ ¡ hc��h`kW�sox¹%kQ{�m�hTlFl�f�vxw � }2�`v#�p�`kW�,l]¹�t � o|f=m`�c}=f={xv»º�¼?½?¾À¿ ¡ µQ¹ � �Wº�¼?½`Á �
e�h`k���� � �=iHh`kFlWmYnporq.l&lQhsoutpvxwplW��ouw[{pk�f�}Jn#~¦t,l%��h`kW�`k � hsf^}2hc}�hsf�v,h`v�³�o^�YkW}�hY´[}��0«o={�m`± f�vÂhsf�v,h`vÂ��h`kFlQmYnpouq.lFlWhso^}�h`v
«�o={�m`±(w�o=hsf^mYn.h`k�Ã�Ä`vxw�h�Å � �TlÆ�[f^h�¹%�`±�hc}=w?kQÇ,l&lQh ��hTl � ���¹¬lW{p~Èf^}]vxf=mYn,} � h�hsf�v.zJort.l&lW} � �Él¥±[�Yv#v¶�Yt#mYn�hsfrv
Ê t�o|o=� � msn�ouq.lFlWhso w�h � Äsn�o�} � h`kW��h`v,Å � { � hsf �p�`v�v �[f^h e��`}�h`v tpv���h`kWÄ`v#��h`kW} ��tpkQmYn ��h`v
i�h`kFlWmYn�ouq.l&lQhsoutpvxwplW��ouw[{pk�f�}Jn#~¦t,l%w�hso��`vxw�h`vÈtxv,�(lW{x~gf�}X�[f=h Ê ��mYn#k�f^mYn,}.vpf^mYn,}���h`kFlQmYnpouq.lFlWhso^} � frkW� �
egf^h�i�h`k � frv#��tpvxwpl�f�v.z�{xk�~(�c}=f^{pv,h`v � hsfr~ � ���Æ�¹]��¹�kQ{p}�{p±�{[o|o � f�kW�Ëv#��mYnÌ��h`~ w�o=hsf^mYn.h`vÍ¹%k�frv � fu�
��h`kFlWmYnporq.l&lQhso�} �
Î tpkÏ��v#}�lQmYnporq,lFlQh�ortpvxwË±[�Yv#vÌ��h`kÏw?�`v � h$i�{pk�w?�`vxwÐtp~Èw�h`±�hYn#kW} � h`kW��h`v � e�h`kÏe¦tpkQmYn9l��c} � Åª��h`k
i�h`kFlWmYn�ouq.l&lQhsoutpvxw �,�Y� � �Ov,}�lQmYnporq,lFlQhsoutpvxw¦fJlW} � hsf���h`~©��h`k � h`v#��hc}�h`v���� � �=iHhYk&z��Yn#kQh`v¶lWhYn#knX{�mYnÑtpv#�
hsf|w?v,hc}%l�f=mYn�lQ{x~Èf^}%lWhYn#k%wÒt�} � tpk���h`kFlWmYnporq.l&lQhso�}�h`vgÓ � h`kW}0kW�swÒtxvxwÉ��{xv � hsf�}0±?k�f^}=fJlQmYn.h`v � �#kW��msn.�p�`}�h`v �

;�K#DY>9dXBQC0D`Ô,DsRcRcCJ@.a�>�B�A9K#d
Õ ~Öl�f=mYn.h`k � t¦w�hYn.h`v,Åx�p�Tl&lO��h`k�µQvpn,�so^}%��h`k Ê ��mYn#k�f^mYn,}%f�~ � ���¹]��¹%�s��o^{��`� � ÄYn#kQh`v#�Â��h`k	Ó � hYkW}0kW�swÒtxvpw
vxf^mYn,}L��h`kWÄ`v#��h`kW} � txkW��h�Å�w�f � }�hTl � hsf � ���¹]Å �.�s� �#� �����	¹ª�[f^h�£¤Ç[w�o|f=mYn#±�hsf^}���h`v�µQvpn,�so^} � t§l�fuwÒvxf=h`kQh`v �
egf^h � fuwÒv,�`}Jtpk � f�kW�×~Èf^}À��h`~ÙØÈ£��H��� � Ø �Èº¶i�h`k&z��Yn#kQh`vÚw[h � f|o^��h`} � �Él � f�kW� � t#h`kFl�}¦hsfrv,h � fuw?v#�c}=tpk
�|egf|w�hTlW} � ��h`k�eÂ�c}�h`vÛ~Èf^}2}�h�o0l � ØÀ�Èº�w[h � fuo���hc} � egf=hTlWh � f|w?v#�c}JtxkÉf0lW}Ü� � h`kÆf�~¦~�h`k�v.{�mYnÛfr~Ý¸�³�o��`kW}�hY´[}�¾
� � n � hsfrv.hgtxvx��h`kFlWmYn�ouq.l&lQhso�}�h Ê ��mYn#k�f^mYn.}�±�Çxv#v#}�hÈ��{xvjhsfrv,h`~Þ��vxw?kQhsf=z�h`k��#hYkWÄ`v#��h`kW}Ütpv#�¶�[f=h � fuwÒv#�c}JtpkQÅ
~Èf�}»��h`~ � h`±[�`v�v,}�hYv � f|w?v#�c}Jtpk��#h`k&z��Yn#kQh`vyv.hYt�l�fuw?vxf^h`kW} � hYkW��h`v � Õ ~ �[f^hßw[hVz�ÄsoJlQmYn,}�h � f|w?v#�c}Jtpk � t
h`v#}2��h�mY±xh`v,Å#~¦t,lFlO��h`k¥«h`vpt�} � h`k�[f=h�±�{xk�kQh`±[}�h � f|w?v#�c}Jtpk � h`kWhsf^}�l¥±�h`v�v,h`v � Õ ~à�[f=hTl � t�tp~Èw�hYn.h`v � f�kW�
�[f^h � fuwÒv,�`}JtpkÈv,{�mYn��.h`kgØÀ£��H���Ji�h`k&z��Yn#kQh`v¬w[hTl�f=msnXh`kW} � Î tp~á�#hYkFlQmYnporq,lFlQhsorvÚ��h`k � fuw?v#�c}=tpk � f�kW�â��h`k
� hTlFl�f={xv,�J�Ét�}Jn.h`v#}�mc�`}=f={xv,��³Àhs�(��h`k � h`v#��hc} � �Üo0l��hTl�t[o^}2�c} � o^hsf � }Ohsf�v,hÂã�ä��2«�f^} � f|w?v#�c}JtpkWÅ]�[f^hgvptxv¤f�v¶�p�Tl
�Ét�}=nXh`v#}=f^mc�c}=f^{xv.�=�O��wH��hTl � ���¹]Å �.�s� ��� ���Æ�¹L�2¹%kQ{p}�{x±�{[ouoJl�hsfrvpw[hVz2q[w[} � frkW� �

å�æWçÉæ�èêéâë�ìÆíXî
ï f^h�h`k � ÄYn#v#}»l�f=hYn,} � ���¥¹�±xh�f�v�¹%kQ{p}�{x±�{[ouoÈz0qpk¶��h`v²�Ét.lW}2�st.lQmYn���hTl�£¶�VlW}�h`kQ� � h�m`kQhc}¦��{pk � µQv���h`k
� �.h � fJz0fr±[�c}=f^{pv��|e(kW�Vz�} �À� frkW�×ð�hc��{�mYn×�Yt,z�£§µF³ �	ñò��h`k � f^hTlQh`v�óôhsfrv � h�f^}�h`kQhTlÈe(kW�Vz�} � e¦f^h�£§µ&³ �	ñ
� �.h � fJz0fr±[�c}=f^{pv�lQhc} � }Ll�f=msn»�Yt.l	�xkQhsf#eÂkW��z�}�l � t.lW�`~¦~Âh`v,Å��[f^h�ð�h � hsf|o0l	hsfrv,h`v¦��hsf|o,��hTl � mYn�ouq.l&lQhso^�st.lW}2�st.lQmYn9l
kQh�w�hso�v � µQvÀ� ��� fuo���tpvxwgõOfJlW}9hsf�v,hÆÓ � h`kFl�f^mYn.}.�[f^hTlQh`k�eÂkW��z�}�l � t.l��`~(~Âh`vxw�hTl�}�hsouo�} � i�h`k�~¦tp}=ouf^mYn(n,� � h`v�l�f=mYn
�[f^h Ê tp~¦~�h`k�vÈtpv#}�h`kW��hTl&lQh`v�lQmYn.{xvÀw�hcÄ`v#��h`kW}9{p��h`k��[f^he(kW�Vz�}�l � tpkW��h`v � h`kQhsf�}�l��soJlL�¥ö]�ªz2kQhsfuw[hsw�h � h`v �
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Abbildung 15 Schlüsselbildung
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Tabelle 5 Übersicht der MIKEY Spezifikation
FHG3IKJMLONQP7R5STR5S,R-P=U�RWV�X�UZY�P7[�X\R^]`_aUQb�SDP7caU�d-Y)P7SeV5S�fgP7RKG3IKJhN\R-P�G�i�j�R/[�klFHG3IKJMLO_aU�STR'm�n�[�X\R-P;oQR5SMnpP7[�XrqQcZU
G3IKJhoad'os_am�[�X\taoad�n3nMR�n1npu\R5v5P7R-Y�Y�wexam�Fy_sY;SDP;z{R5o�P7d5|pj�R�n�n}PDcZU`n9csu�SDP=z~P7R'm�SQf�_am�oQR�k���d�n,i�m�caSTcabsc�Y)Y�f�_am�oQR^n�c
R-P=U\w}d/[-XhfgPDR�z{�s�AY�P7[�X��sR�X�d-Y;STR'U�_aU�o�R�n�f�_Zm�oQR�oad'm�d�_�w���R5d/[�X�STR5STt�oad�n3n�R�n{R�w�w%P7v'P7R'U�SWP;z~uaYDR'z{R'U�SDPDR'm�S
fWR�m�oQR'U�b�d�U�U`k
FHG3IKJML�bsd�UQU�xZN\R'm�j���i��sR5S%_ZU�U�R-Y;S�fWR�m�oQR'U\t^n�c�oad�n3n�R�n�npPD[-X�X`R'mTq�cZm�m�d0�sR'U�o�P;U�oad�n���R�npu\d�U�U
j�G3iB�sj��{iB�sjl���9i�R-P=U`wexs�lSpk
��R'm�I�R-��|D� _�n�S
d�_�n�[�X¡bsd�UQU�R'U�S=fWR5oQR'm�xZN\R'm�R-P;U¢i�m�R�npX\d�m�R5oQ|pj�R/['m�R5S7£(tZxZN\R'm�R-P;U�R�i�_sNQY)P7[/|}I�R0�W¤WR'm3wTd�X�m�R'U
caoQR'm��~P%wpweP7R/|T¥�R-Y)Y;z�d'Ur¦)��¥�§�R�m3wpc�Y���R'U`k

¨ ©3ª�«�¬K

G�U�oQR'm®j�u\R5v'P%w%P;b�d5S7PDcZU�fgP;m�o�o�P7R¯F��s�AY�P7[�X�bsR-P7STtlG�i�n�R/[ d�U�v5_�fWR'U�oQR'U�UaP7[�X�S�R'mTf^V-X�U�Spkl��cQ[�X�R�nBY7csX�U�S,n}PD[�X
o�P7RH°9R5Sem�d/[�X�S%_aUZ��t csN±n}PD[�X G3iBn�R/[²w
xZmroad�n���N�n}PD[�X\R'm�U³qQcZU³¤WcaG�i�R-P���U\R5S}k9��_am�[�X�o�P7R�wpc�Y)�sR'U�oQR'U
]�d'b�STcZm�R'U�fgP;m�o�o�PDR1� U�fWR'U�os_aUZ�^N\R-�lm�R'U�v�Sp´

µ ]�xZm®o�P7R���N�npPD[�X\R'm�_ZUZ�~q�cZUrj�G3i�z�_�n�n®¶;R5oQR'm,��R-P)Y�oQR'm�I�cZz�z~_aUZP;b�d5S7PDcZU`n�|}j�Sem�R/['bsR�G�i�n�R/[ R-P=U�n�R5S
v�R'U`´
J�n�X�d'U�oQR-Y;S�npP7[�XKfgPDR®N\R-PQjsjA·1�A�1·�j^_Zz¸R-P=U�R¹¥�cZu\|eNa��|T¥�csu�·,��n�_aUZ�Zk

µ �gY�Y7R{N\R5STR-P)Y�P)��STR'U²I�cZz~u`cZU�R'U�STR'Uºz~x\n�n�R'U»xZN\R'm�R-P=U�R'U»G3iBn�R/[�j�S
d5['b¡qQR'm3w
x��sR'U�t�f^d�n�P;U`n�N\R�n�cZU�oQR'm�R
N\R-PQoQR'U{¼BY�P7R'U�STR'UK½{oQR'U~G3i¢i�X\cZU�R�n�½�Ua_am�P=U�fWR'UZP��sR'U�]�V-Y)YDR'U��sR-��R�N\R'U�Pen�S}k

¾ V�X�m�R'U�o z~P;S
STR-Y%n R-P;U�R'm¿�®cad5oa|
f^d�m�mpPDcZm�|
G3U\wTm�d�n�Sem�_ZbsS%_Zm o�P7R jlG�i�|
jAP���U�d-Y�P%npP7R'm�_aUZ�Àv/_Zz i�m�csÁ��Âm�R/[�X�S
R-P=U\w}d/[-X~P=U{oQR'U¢��mpP%wpw�v5_�b�mpP7R-�sR�U�Pen�S
¦ ��N�NaP)Y7os_ZUa�ÄÃAÅ-§�t¢bsd�UQUÆoQR'mh¤WR'm�|
NaP=U�os_aUZ�anpd�_�weN\d-_Çwexam�oQR'U�F�R5o�P7R'U�|
b�d�U�d0YÄUZP7[�X�SÈn�c n}P;z~u`R0YÉ��R-YD��n�S
fWR�m�oQR'U�´�Ê,fWR-P�Ëg�Kn®z�P7S�fWR/[�X�n�R-Y=U�|
oQR'mW�^oZm�R�n�n�R/t®o�PDRrv/_lqQcam�U�cQ[�X�UZP7R
P=UÌ¤WR'm�NQP=U�os_aUZ�Ín�S
d'U�oQR'U�t�z~x\n�n�R'U
R-P=U�R'U G3iBn�R/[/|D�9_aUQU�R-Y d�_�w
N�d�_QR'U`k
¾ R'UQU o�P7R¿N\R-P;oQR'U Ëg�KnÈUZPD[�X�S
P=UQU�R'm�X\d0Y=N�oQR'm��AYDR-P7[�X\R'UÏÎ~m}��d'UZPen�d/|
SDP7cZUÐY)PDR-�sR�U\t�_ZU�STR'm}Y�P7R-�sR'UÄnpPDRÑqQR'm�|
z~_QSDY)PD[-X ¶;R�fWR0P�Y%n _ZU�d-N�X�V'UZ�AP���R'U
Ê¹R'm�SDP%w%P;b�d5ST|
¥�PDR'm�d�m�[�XaPDR'U`k
G�i�n�R/[ÏR-P)�lU�R5SHn}PD[�X±��_QS�w
xZm�oad�nºÊ9_�n�d'z�z�R'UQbscsuQu\R-Y;U�qQcaUÒÎ�mp��d'UZP%n�d5SDP7cZU�n�|%��N�STR-P)Y=_aUZ��R'UÂxsN`R'mÓR-P;U
��wpwpR'U�SDY�P7[�X\R�nÇÔ�R5S
vÂ¦"��NQNQP)Y7os_ZUZ�ÕÃAÅ'§�k�¥�P7R'mºfgP;m�oÖwexam»¶=R5oQRÂÎ�mp��d'UZP%n�d5SDP7cZU�n�|%��N�STR-P)Y=_aUZ�ÒR-P;UÀi�m�cZÁ��
qQcZmp�sR�n�R�X\R'U�tlo�P7R¹¶=R�fWR-P�Y%n�R-P=U�R'U�G�iBn�R/[/|D�9_aUQU�R-YQv5_~oQR�U�d�U�oQR�m�R'U���N�STR-P)Y=_ZUa��R'U�d�_�weN\d-_�R'U`k
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Abbildung 16 Anwendung von IPsec für SIP-Signalisierung

Proxy

Proxy
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UA Â Proxy UA Â UA Proxy Â Proxy Hop-by-
Hop

Auth Encryption SIP-
Feature

HTTP-Digest ✓ ✓ ✗ ✗ ✓ ✗ ✓

SSL/TLS ✓ ✓ ✗ ❉ ✓ ✓ ✓ ✓ ✓

S/MIME ✗ ✓ ✗ ✗ ✓ ✓ ✓

SRTP ✗ ✓ ✗ ✗ ✗ ✓ ✗

MIKEY – ✓ – ✗ ✓ ✓ ✗

IPsec ✓ ✓ ✓ ✓ ✗ ❉❉ ✓ ✓ ✗

Table 6 Gegenüberstellung der für SIP anwendbaren Sicherheitsmechanismen
✓ ÃiÄFÅfÆ�Ç�È¹É�ÊfÈ7Ë  ✗ ÌhÍ�Î.Æ�Ï:ÃiÄFÅfÆ�Ç�È¹É�Ê,ÈFË  – Nicht bewertbar

❉ ÐEÑ�Ò	Ó¯ÔDÕ¹Ö<ÕyÒVÔW×<Ø�ÔWÒ�Ù�ÔWÒ�Ó¹ÕyÚ¯Ö�Ñ�Ú�Û
❉❉Ü0Ý�Þ ß�Ó�à�ß�ÜEÝ�ÞâáâÔWÚ¹Ú0Ö5ÕãÔ�ä5å,æ	ß.ä�Õ Û�Ú¯çcè Õ%é!ÕãÔWÒ�Ñ�Ú�Û:ÕyÚ�ê¹Ý<è ê<ÕãÔWÒfØ¯Õ%éfØ!ëFì$ÔDÕyí�î>ÔÖ5ÕãÔWÚ¯×<çDÚ¯çcè�á?ÕïÒ,ÖjÖ5ÕyÒVÔ3×5Ø ðDá:Õ%éfñWò ÔWÚEÖ¹ÔWÚjó?ô�éê¹ÔWÒcé,ñDò¹èyõ¯éHé,ÔDèïØ!ë
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Task Wer
Einarbeiten SIP Beide
Einarbeiten RTP/SRTP Beide
Einarbeiten Vovida Vocal Beide
Installation Linux Clients (RedHat / Knoppix) Dani
Aufsetzten Server Debian Andy
Installation Vocal- Server Andy
Installation Vocal- Client -(Server) RedHat Dani
Installation Client  Knoppix Andy
Konfiguration / Inbetriebnahme SIP-Infrastruktur Beide
Inbetriebnahme HTTP-Digest Andy
Ausarbeitung Sicherheitslösungen Beide
Installation IPsec Server Andy
Installation IPsec Clients Dani
Konfiguration / Inbetriebnahme IPsec Beide
Dokumentation Beide
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Soll
Task Kalenderwoche

21 22 23 24 25 26 27
Einarbeitung Theorie
Einarbeitung System
Grundsystem Client
Grundsystem Proxy
Aufbau HTTP-Digest
Aufbau S/MIME. PGP
Aufbau SSL/TLS
Aufbau Ipsec
Aufbau SRTP
Unvorhergesehenes
Auswertung, Bewertung
Dokumentation

Ist
Task Kalenderwoche

21 22 23 24 25 26 27
Einarbeitung Theorie
Einarbeitung System
Grundsystem Client
Grundsystem Proxy
Aufbau HTTP-Digest
Aufbau S/MIME. PGP
Aufbau SSL/TLS
Aufbau Ipsec
Aufbau SRTP
Auswertung, Bewertung
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#!/bin/bash
# Make Vovida Vocal on systems without X

# change follow lines if needed
MAKELOG=' ./make.log'
VOCALDIR=' ./vocal'
TARGETS=' contrib
heartbeat
sip
sdp2
pslib
cdrlib
openssl
fs
rs
hbs
ps
ms
cdr
b2bua
vme
vmcp
vmserver
mail
sipset
contrib_imap
base64encoder
radius_test
staging_notar
java'

# do not edit lines below
CURDIR=$( pwd)
SCRIPTNAME="$ 0"
WITHOPENSSL=' false'
WITHJAVA=' false'
LOGFILE="${ CURDIR}${ VOCALDIR}"
ERR_COMP_MSG=" configure failed: All header files and \
compiler tools installed?"

function  logger() {
    if  [  " x$1"  = " xt"  ];  then
       echo " + $2 successful compilated"  >> ${ CURDIR} /${ MAKELOG}
    else
       echo " - $2 failed compilation"  >> ${ CURDIR} /${ MAKELOG}
    fi
}

function  error() {
    echo " ERROR: $1"  1>&2
    echo " ERROR: $1"  >> ${ CURDIR} /${ MAKELOG}
    exit -1
}

while  [ " x$1"  !=  " x"  ];  do
    case  $1 in
        --with-openssl)
            WITHOPENSSL=' true'
        ;;
        --with-java)
            WITHJAVA=' true'
        ;;

49



Ý�Þ-ß�Ý_à
á�â
ã]ä�å�æ Ý_á3ç
è�â�é�é4ê�ëã]å

        --vocal-dir )
            VOCALDIR ="$2"
            shift
        ;;
        * )
            echo "
Usage: $SCRIPTNAME [--with-openssl] [--with-java] 
                   [--vocal-dir DIR]
        --with-openssl       compile with openssl support
        --with-java          compile with javaadministration
                              interface (needs sdk)
        --vocal-dir DIR      specify directory to change into
                              (default DIR=vocal)
"
            exit -1
        ;;
    esac
    shift
done

LOGFILE="${CURDIR}${VOCALDIR}"

if [ "x$WITHOPENSSL" != "xtrue " ]; then
    TARGETS =$(echo -en "$TARGETS" | grep -v "openssl ")
fi

if [ "x$WITHJAVA" != "xtrue " ]; then
    TARGETS =$(echo -en "$TARGETS" | grep -v "java ")
fi

echo "Logfile from Vocal compilation " > ${LOGFILE}
echo "Successful compiled targets " >> ${LOGFILE}

cd ${CURDIR}/ ${VOCALDIR} \
|| error "Can''t cd to $VOCALDIR, exiting "

if [ "x$WITHOPENSSL" == "xtrue " ]; then
    ./configure --with-openssl || error "${ERR_COMP_MSG}"
    echo "+ Configure successfull with openssl " >> ${LOGFILE}
else
    ./configure || error "${ERR_COMP_MSG}"
    echo "+ Configure successfull without openssl " >> ${LOGFILE}
fi

for target in $TARGETS; do
    make $target && logger t $target || logger f $target
done

cd $CURDIR
cat $MAKELOG
echo "Done, check $MAKELOG for further informations "

exit 0
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Projekt Referenz
ReSIProcate http://www.resiprocate.org/,

http://sourceforge.net/projects/resiprocate/
libSIP BSD-Project http://sourceforge.net/projects/libsip/
osr - open source SIP registrar/redirect proxy http://osip.atosc.org/osr.html
osip http://www.fsf.org/software/osip
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Projekt Referenz

Kphone http://www.div8.net/kphone
SIPHON http://siphon.sourceforge.net
Sippo http://sippo.hotsip.com/download/index.html
linphone http://www.linphone.org
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